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“...it is estimated that communications data is used in 95 per cent of all serious
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been used in every single major terrorist investigation over the last ten years. Access
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not be able to keep our country safe without it.”

-

Theresa May, Home Secretary,
Defence and Security Lecture 24th
June 2014

1

INTRODUCTION .................................................................................................................. 6
How to Use this Guide..................................................................................................... 6
Law Enforcement Guides .......................................................................................... 7
U.S. Law ........................................................................................................................... 8
U.S. Legal Framework ............................................................................................... 8
The Mutual Legal Assistance Process ........................................................................... 9
PART1: PRESERVATION................................................................................................... 10
Introduction ................................................................................................................... 10
Preservation Request .................................................................................................... 11
Special Considerations ................................................................................................. 11
Foreign Affiliates of US CSPs ....................................................................................... 12
Preservation Requests for Major CSPs........................................................................ 13
Apple ....................................................................................................................... 13
Facebook ................................................................................................................ 13
Google..................................................................................................................... 14
Microsoft.................................................................................................................. 15
Twitter ..................................................................................................................... 15
Yahoo ...................................................................................................................... 15
WhatsApp................................................................................................................ 16
Snapchat ................................................................................................................. 16
AOL ......................................................................................................................... 16

2

PART2: INFORMAL ASSISTANCE..................................................................................... 18
Introduction ................................................................................................................... 18
Emergency Requests .................................................................................................... 20
Evidence by Consent .................................................................................................... 21
Facebook ................................................................................................................ 21
Google..................................................................................................................... 22
Twitter ..................................................................................................................... 22
Apple ....................................................................................................................... 23
AOL ......................................................................................................................... 23
Voluntary Disclosure ..................................................................................................... 23
AOL ......................................................................................................................... 24
Apple ....................................................................................................................... 25
Facebook ................................................................................................................ 29
Google..................................................................................................................... 29
Microsoft.................................................................................................................. 31
Twitter ..................................................................................................................... 32
Yahoo ...................................................................................................................... 33
Snapchat and WhatsApp ........................................................................................ 33
Summary ........................................................................................................................ 34
PART3: EVIDENCE THROUGH FORMAL ASSISTANCE .................................................. 35
Introduction ................................................................................................................... 35
Special Considerations for Terrorism Cases .............................................................. 35
Stored Information – Three Types ................................................................................ 36

3

Basic Subscriber Information ............................................................. …………….. 36
What is it? .................................................................................................... 36
Legal Standard ............................................................................................ 36
Examples Where Subscriber Information May Be Important ........................ 37
Type of Subscriber Information Available .................................................... 38
Transactional Information ........................................................................................ 39
What is it? .................................................................................................... 39
Legal Standard ............................................................................................ 40
Examples Where Transactional Information May Be Useful or Important ..... 40
Type of Transactional Information Available ................................................ 41
Content.................................................................................................................... 42
What is it? .................................................................................................... 42
Legal Standard ............................................................................................ 42
Probable Cause ........................................................................................... 42
Current......................................................................................................... 43
Examples Where Content May Be Useful or Important ................................ 44
Type of Content Available ............................................................................ 45
Child Sexual Exploitation ......................................................................................... 46
Specific CSPs and Content Evidence ...................................................................... 47
Apple ........................................................................................................... 47
Microsoft ...................................................................................................... 48
Yahoo .......................................................................................................... 48
WhatsApp .................................................................................................... 49

4

Snapchat ..................................................................................................... 49
Skype........................................................................................................... 49
Kik/Blackberry/Hush..................................................................................... 49
Consent by user to be sent with LOR ..................................................................... 50
Real Time Collection of Non-Content Information ....................................................... 50
What is it? ............................................................................................................... 50
Legal Standard ........................................................................................................ 51
Real Time Collection of Content Information .............................................................. 52
Confidentiality ............................................................................................................... 52
Evidence Obtained in a U.S. Investigation................................................................... 53
Limitations on Assistance ........................................................................................... 53
On-Going U.S. Investigation .................................................................................... 53
Dual Criminality ....................................................................................................... 54
De Minimis .............................................................................................................. 54
Proportionality ......................................................................................................... 54
GLOSSARY .................................................................................................................... 56
APPENDIX A – PRECEDENT LETTER OF REQUEST .................................................. 60
APPENDIX B – MICOSOFT CONSENT .......................................................................... 95
APPENDIX C – APPLE CONSENT (Next-of-kin/User consent for locked device) ............ 97
APPENDIX Ci – APPLE CONSENT (For Apple Records).............................................. 101
APPENDIX D - AOL CONSENT .................................................................................... 103
APPENDIX E – YAHOO! CONSENT ............................................................................. 105
APPENDIX F – CHECKLIST ......................................................................................... 108

5

1. How to Use this Guide

1.1 This Guide has been prepared to assist prosecutors to obtain social media and
email evidence (electronic evidence) from public Communication Service Providers
(CSPs) in the United States (U.S.) and is divided into the following sections:
o

Part 1: Preservation

o

Part 2: Informal Assistance

o

Part 3: Evidence Through Mutual Legal Assistance

1.2 Please note this Guide refers to obtaining evidence from public CSPs such as
Facebook and Google. Private companies who supply email services to their staff
may disclose any data they choose, either voluntarily in a witness statement
producing the data as an exhibit, or compelled by court order, requiring the sending
of a Letter of Request (LOR) - See the US Guide.

1.3 Part 1 will assist both investigators and prosecutors to preserve communications
data. By preserving such information at the outset, an LOR can be sent in the
expectation of obtaining evidence by court order.

1.4 In Part 2 guidance is provided to assist the investigator and prosecutor to obtain
basic subscriber evidence (BSI) and/or transactional information (i.e. noncontent) without the need for an LOR.
1.5 If a CSP is unwilling to provide BSI or transactional information via informal
assistance an LOR must be sent requesting the evidence is obtained by court order.
When content of email correspondence or other social media is required an LOR
must be sent requesting a court order compelling the CSP to produce the evidence.

6

1.6 Please be aware that this area of the law and procedure in the U.S. is subject to
change.
1.7 A precedent LOR has been prepared at Appendix A and a checklist at Appendix F
to assist with:
o

The appropriate supporting information for different U.S. court orders; and

o

Evidence from CSPs according to their law enforcement guidance

1.8 The following law enforcement guides are available online (please make sure you
refer to the most recent guidelines):
o Adobe: http://www.adobe.com/legal/lawenforcementrequests/lawenforcement.html
o Ask.FM: http://safety.ask.fm/ask-fm-guide-for-law-enforcement-requests/
o Atlassian: https://www.atlassian.com/legal/guidelines-for-law-enforcement
o AOL: https://www.eff.org/files/filenode/social_network/aol_sn_leg-doj.pdf
o

Apple: http://images.apple.com/privacy/docs/legal-process-guidelines-us.pdf

o

Comcast:
https://cdn.comcast.com/~/Media/Files/Legal/Law%20Enforcement%20Handbook
/Comcast%20Xfinity%202012%20Law%20Enforcement%20Handbook%20v0221
12.pdf

o

DropBox: https://www.dropbox.com/transparency

o
o

Facebook: www.facebook.com/safety/groups/law/guidelines
GoDaddy:
https://uk.godaddy.com/agreements/ShowDoc.aspx?pageid=civil_subpoena

o

Google: www.google.com/transaparencyreport/userdatarequests/legal

o

Instagram: https://help.instagram.com/494561080557017/

o

Linkedin: https://help.linkedin.com/app/answers/detail/a_id/16880/~/linkedin-lawenforcement-data-request-guidelines

o

Pinterest: https://help.pinterest.com/en/articles/law-enforcement-guidelines

o

Snapchat: www.snapchat.com/static_files/lawenforcement.pdf

o

Tumblr: https://www.tumblr.com/docs/law_enforcement

o

Twitter: https://support.twitter.com/articles/41949-guidelines-for-law-enforcement#

o

Verizon:
https://www.aclu.org/files/cellphonetracking/20120328/celltrackingpra_irvine7_irvi
neca.pdf

o

Yahoo: https://transparency.yahoo.com/law-enforcementguidelines/us/index.htm?soc_src=mail&soc_trk=ma

o

YikYak: http://www.yikyakapp.com/legal/
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2. U.S. Law

2.1 There are two basic categories of electronic evidence that are routinely requested by
law enforcement:
o

Stored information e.g., BSI, previously sent emails (content) and records of
when an individual logged into her account (transactional information); and

o

Real-time communications e.g., information gathered while the communication
is still occurring.

2.2 The U.S. legal framework classifies records based upon how sensitive they are in
terms of the account holder‟s privacy. Generally, the more invasive of the
individual‟s privacy, the greater the legal burden on the government to secure those
records. Obtaining BSI, for example, is generally less invasive than obtaining the
content of an undelivered email message, and therefore the legal burden needed to
secure BSI is less onerous than that needed to secure undelivered email content.
Likewise, obtaining stored information is considered less invasive than capturing
communications in real-time. When electronic evidence is sought by court order,
investigators and prosecutors must consider the various classifications set out below
in Part 3 and provide the necessary supporting information, depending upon the
evidence sought.

PRACTICAL TIP - Ask only for what is really needed; the more that is sought, the longer it
may take to obtain, and the higher the standard of proof a U.S. court may require to obtain it.
If it turns out that additional information is needed, another request can be made.
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3. The Mutual Legal Assistance Process
3.1 It can take 10 months1 to receive the product of an LOR and the flow chart on the
next page shows each stage of the process.

3.2 A prosecutor should take into account the 10 months time frame when considering
the use and service of any evidence and the implication on an investigation and/or
proceedings.

3.3 An LOR may be prioritised on the basis of an imminent trial date or court order.
However please be aware that prioritisation is at the discretion of the U.S. authorities
and there must be a compelling reason for a request to be expedited.

3.4 Therefore it is important to preserve and request informal assistance at the outset
and prepare an LOR at the earliest opportunity.
REMEMBER:
o

Part 1: Preservation

o

Part 2: Informal Assistance

o

Part 3: Evidence Through Mutual Legal Assistance

1

The U.S. President’s Review Group states that the average length of time that it takes for the United States to
produce evidence to its foreign partners under the MLA process is 10 months - available at:
http://www.whitehouse.gov/sites/default/files/docs/2013-12-12_rg_final_report.pdf.
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This Part will assist with:

• Why, when and how to make a Preservation Request
• Possible notice to a user
• Major CSP requirements for preservation

1. Introduction

1.1 In non-emergency situations, the first step in any investigation involving electronic
evidence is to preserve the evidence before it is permanently deleted. Time is of the
essence. Once deleted, messages generally can never be retrieved from a CSP.
Most CSPs routinely and permanently delete transactional records from their servers;
there is no law in the U.S. requiring maintenance or destruction of this data. CSPs
often delete this data anywhere from 21 days to 6 months after the communication
was sent. In some cases emails deleted maybe destroyed by the CSP within 48
hours of deletion (e.g. AOL). Requests for electronic communications records older
than six months will rarely produce positive results.

10

2. Preservation Request

2.1 This is a simple procedure. Some CSPs will accept requests for preservation directly
from law enforcement authorities. Because this is voluntary practice by the CSP‟s,
the procedures and practices regarding preservation requests vary; therefore
investigators are encouraged to verify directly with the CSP in question. In other
cases, the 24/7 Hi-Tech Crime Network2 can transmit the request. The investigator
should provide the very basic facts of the investigation and the specific account/IP
address/website that is to be preserved, as well as all associated dates and times
(including time zones used). If additional guidance is necessary, help can be
obtained by contacting a number of sources, including U.S. law enforcement
attachés located at the U.S. Embassy.

2.2 Most CSP‟s will maintain data for 90 days once a preservation request is received,
and it can be renewed for an additional 90 days upon written request. Regardless of
the method chosen, as soon as preservation has been requested, investigators or
prosecutors should begin pursuing one of the methods available for obtaining
disclosure of the data (for example, through informal assistance – see Part 2, and/or
the filing of an official request pursuant to an LOR – see Part 3).

3. Special Considerations

3.1 When a preservation request is submitted, there is a possibility that the account
holder may learn of the inquiry, either because of the provider‟s technical design built
into their servers or because the provider makes a notification. Under U.S. law, there
2

The 24/7 Hi-Tech Crime Network can facilitate preservation of electronic evidence requests. Once
preserved this should be followed up within 90 days for a further extension. The maximum is usually
180 days so ensure any LOR is sent before this expiry date and notice provided to the relevant provider
or host that an LOR has been sent so the evidence is preserved until execution.
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is no legal prohibition on this. Generally, however, the execution of a preservation
request will not be apparent to customers of the larger, more well-known CSPs.

3.2 When making a preservation request some CSPs (Apple, Google and Yahoo) may
provide information about relevant material in an account. Therefore the CSPs
should be routinely asked the date range of material that would be relevant to the
investigation (Apple will also provide the size). If a CSP provides this information this
should be passed to the prosecutor to include in the LOR to support probable cause
for content.

3.3 When making preservation or production requests to CSPs, keep in mind that not all
CSPs are reputable. Significantly, there is no licensing requirement of CSPs in the
U.S., and there is very little regulation of the CSP industry. There are occasions, for
example, when a CSP is actually run by a criminal enterprise, in which case a
preservation request could alert the person being investigated. Therefore, before
making a request directly to an unknown CSP, consider contacting U.S. law
enforcement attachés located at the U.S. Embassy to seek guidance on whether the
provider is a known and a reputable provider.

4. Foreign Affiliates of U.S. CSPs

4.1 In some cases, U.S. based CSPs have established affiliate companies in countries
outside of the U.S. In such cases, the local affiliate of a U.S. CSP might be able to
directly provide some forms of assistance described in this guidance to law
enforcement authorities, without the need for a formal request to the United States
(e.g. yahoo.co.uk emails). Since CSPs operate under different organizational, legal
and policy structures, and since practices may change over time, CSP foreign
affiliates should be consulted directly on this point.
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5. Preservation Requests for Major CSPs

5.1 Apple (e-mail, iCloud):
o

Apple requires a signed letter served by fax or email

o

Apple will normally preserve data for 90 days plus a 90-day extension, but will
continue the preservation for longer periods of time for international cases

o

Apple will provide information on previous iCloud backups, which the user may
have considered deleted. This is on the basis that iCloud storage operates on
replacing available storage space. For example, if the user has 10MB of storage
and uses 2MB to backup items, this will only be purged by Apple once the full
10MB is used. This means evidence of the attempt to delete and the content can
be secured. Therefore, when making a preservation request it will be important to
consider the date range so previous iCloud backups can be requested.

o

Request from Apple the date range and size of content relevant to the criminality
– this information should be available for the prosecutor to include in any LOR

o

Apple must have an account identifier to preserve data (not just the iOS device)

o

Apple will make sure preservations are aligned with legal process later received
before they will turn over preserved data

5.2 Facebook:
o

Preservation letters are not required

o

Preservation requests should be made through their Law Enforcement Online
Request System (“the portal”)

o

The requesting authority must have an official e-mail address (not a Yahoo!,
Google, etc. address) to use the portal

o

The portal currently allows only two 90-day extensions

o

Facebook will only extend preservation after the second 90-day extension, for
very serious matters and only in exceptional circumstances – to apply law
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enforcement may contact Facebook at: records@facebook.com
o

Preservations are automatically expunged once they expire (so do not miss an
extension deadline!)

o

Facebook can reassign their account, so that someone else may access their
preservations and legal process requests on the portal if necessary

o

PLEASE NOTE: Some of the things a user does on Facebook may not be stored
in that users account. For example, A may still have messages from B even after
B deletes their account. That information remains after B deletes their account.
Therefore you may want to consider if it is appropriate to preserve both A and B‟s
accounts.

o

It may take up to 90 days to delete all of the things a user has posted, like photos,
status updates or other data stored in backup systems. While Facebook are
deleting this information, it is inaccessible to other people using Facebook.

o

Copies of some material (e.g.: log records) may remain in Facebook‟s database
for technical reasons. When a user deletes their account, this material is
disassociated from any personal identifiers.

5.3 Google:
o

Google require a signed letter served by e-mail

o

Google will preserve data on a direct request from law enforcement

o

Google will tell law enforcement whether an account identifier is a valid identifier
(but will not provide information regarding the account holder or account without
legal process)

o

Google will provide a relevant date range for content if requested – this
information should be available for the prosecutor to include in any LOR

o

Google will maintain the preservation as long as extensions are sought and
Google is told that an LOR is to be sent
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5.4 Microsoft:3
o

Microsoft requires a signed letter served by fax

o

Microsoft will preserve data based on a direct request from law enforcement

o

Microsoft will preserve records initially for 180 days and maintain the preservation
for 90-day periods thereafter as long as timely extensions are sought and
Microsoft is told that an LOR is to be sent

o

Microsoft will not tell law enforcement whether an account identifier is valid

5.5 Twitter
o

Requests for preservation should be sent by fax to +1 415 222 9958

o

The request should be signed by the requesting investigator, include the
@username and URL of the Twitter subject profile (e.g. @safety and
https://twitter.com/safety (https://twitter.com/safety)), have a valid return email
address and sent on law enforcement headed paper.

5.6 Yahoo! Inc
o

Yahoo! requires a signed letter served by email to legalpoc@yahoo-inc.com

o

Yahoo! will preserve data based on a direct request by law enforcement

o

Yahoo! will tell law enforcement whether an account identifier is a valid identifier
(but will not provide information regarding the account holder or account without
legal process)

o

Yahoo! will evaluate and suggest next steps (i.e. LOR or contact a different
Yahoo entity) or alternatively inform law enforcement if an account does not exist.

o

There is no limit on the number of permissible preservation extensions for law
enforcement, but the preservation must be renewed through an extension request
every 90 days

o
3

Preservations are automatically expunged once they expire (so do not miss an

The Microsoft-related information in this document does not apply to requests for cloud data.
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extension deadline!)
o

Yahoo! provides a new Internal Reference Number for each preservation and
extension

o

When all accounts in a preservation request made by a law enforcement official
belong to one country‟s terms of service (TOS), Yahoo! will inform the requestor
where the data is held

o

If preserved accounts fall under the TOS of different countries, Yahoo! will not tell
the requestor

5.7 WhatsApp
o

An email for a request of preservation, with the phone number, should be sent to:
whatsapplec@zwillgen.com.

5.8 Snapchat:
o

Snapchat only preserve for a maximum of 180 days (90 days plus one extension)
and will not allow further preservation requests received by the same law
enforcement agency, for the same identified account – in exceptional
circumstances contact can be made to lawenforcement@snapchat.com to
extend.

o

Refer to Snapchat‟s law enforcement guidance for more information on the
application process at www.snapchat.com/static_files/lawenforcement.pdf

5.9 AOL:
o

AOL will preserve records initially for 180 days and maintain the preservation as
long as they are informed that an LOR has been sent

o

If AOL suggest an account is spelt incorrectly or that law enforcement try to
register the account– these are hints that there is no such email address

o

Deleted emails will be purged within 48 hours, albeit if AOL is notified during this
period there is a way to recover these emails. Please note if this is done, a new
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folder will be created in the account for these recovered emails, alerting the user
to recovery by a third party

PRACTICAL TIP – Remember there is only a very small window of time during which
some CSPs (e.g. Facebook) maintains deleted information once the user has deleted
it. SO ENSURE YOU PRESERVE AN ACCOUNT ASAP
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This Part will assist with:

• Meaning of informal assistance
• Emergency requests
• Voluntary disclosure process
• Evidence by consent

Investigations and Prosecutions requiring electronic evidence can be sophisticated,
complex and quick moving. Therefore to secure your evidence at the earliest
opportunity request BSI and available transactional information using informal
assistance at the same time as making preservation requests.

1. Introduction

1.1 The use of “informal assistance” does not mean that the information or evidence is
for “intelligence only” or “not for use in court”. Rather it refers to the method by
which the evidence is obtained i.e. not via an LOR. You do not need to send an
LOR to obtain admissible evidence unless you are asking for the use of coercive
powers or to obtain a court order, or some other special circumstances apply, in
which case only an LOR will do.
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1.2 Law enforcement agencies can obtain some electronic evidence directly from certain
U.S. CSPs, (Google, Facebook, Twitter and Microsoft) without an LOR.

1.3 These major CSPs will provide BSI and in some cases transactional information
through informal assistance if:

a.

The provider is given reason to believe that an emergency involving
immediate danger of death or serious physical injury to any person requires
disclosure of the information without delay

b.

Where the provider obtains knowledge or facts or circumstances from which it
is apparent that a recent offence involving indecent images of children has
been committed using the services of the provider and there is immediate
danger of serious physical injury to any person

c.

Where the subscriber consents to the data being disclosed

d.

Where, if the subscriber is deceased, his or her next-of-kin consent to the
data being disclosed

e.

Where the provider operates a “voluntary disclosure” scheme in the offence is
serious (e.g. indictable offence), and there are no freedom of speech issues.
Note In this guidance reference is made to a request being made of a CSP
for informal assistance. Each country will have its own legal requirements
governing the issue of such a request and a US CSP may wish to be satisfied
that these have been complied with. For instance in the UK, an investigator
can only obtain such data by means of an ECHR compliant request.

1.4 Some information can be obtained through open source searches for example register of
domain names (see: http://www.register.com/whois.rcmx)
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2. Emergency Requests

2.1 In emergency situations, U.S. law allows law enforcement to engage in certain
investigative activities without securing prior court approval, meaning information
can often be provided without an LOR. Examples of such emergencies might
include a kidnapping case where the kidnapper is communicating with the victim‟s
family using an email account; a terrorism case where the terrorist is using an email
account to plan an imminent attack; or an ongoing denial of service attack (DOS)
against a hospital‟s internal computer servers, interfering with ongoing patient care.

2.2 In emergency situations, law enforcement authorities may seek disclosure of
information from a CSP without prior court approval (Note: This is an “extraordinary”
request and can be used only in true emergencies). The CSP may voluntarily
provide any of the three types of data related to stored information discussed below
(i.e., BSI, transactional information, and content). In order to use this emergency
procedure, the law requires that the CSP satisfy itself that:

a. There is an emergency involving “immediate danger of death or serious physical
injury to any person” (hypothetical possibilities of danger will not meet this test);
and
b. This danger requires disclosure of the information without delay.

Keep in mind, however, that compliance by providers is not mandatory. If the CSP
refuses to “voluntarily” produce the requested data, there is still the option of
obtaining a court order to require the disclosure (see Part 3).

2.3 In circumstances 1.3 a. and b. It may be possible to invoke the ““immediate danger
of serious physical injury to any person” trigger in a case involving indecent images
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of children where, for example, there is reason to believe that the targets are
passing very recently taken images and it can be inferred that a child is currently
being abused or there is reason to believe that a target is about to meet a victim
whom he is grooming. Contact can be made directly with the CSP by the
Investigator

2.4 Please be aware that some CSPs may strictly interpret “immediate danger of death
or serious physical injury to any person”. Therefore as soon as the immediacy
dissipates the CSP no longer have a duty to disclose under this category. An
example could be a kidnap where a hostage is returned but the suspect escapes. As
the hostage is no longer under a threat to life the CSP no longer has a duty to
provide the requested information on the suspect.

2.5 Only Google will honour direct emergency disclosure requests from law
enforcement. Google will usually disclose the data to the FBI Legal attaché (Legat)
in the U.S. Embassy, who will pass the records on to the law enforcement
representative.

3. Evidence by Consent

3.1 In circumstances 1.3 c. and d. The procedure for consensual disclosure can vary
between the providers.

3.2 Facebook, Google and Twitter allow a subscriber to download relevant content as
follows:

o

Facebook: If a law enforcement officer is seeking information about a Facebook
user who has provided consent to access or obtain the user‟s account, the user
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should be directed to obtain that information from their own account. For account
content, such as messages, photos, videos and wall posts, users can access
Facebook‟s “Download Your Information” feature from their account settings. See
www.facebook.com/help/?page=18830 for guidance. Users can also view
recent IP addresses in their Account Settings under Security Settings/Active
Sessions. Users do not have access to historical IP information and this should
be obtained through an LOR. Please be aware that any download will be sent to
the users email account used for registration. Further law enforcement officers
should check that all relevant information is contained in the download. If you
require further information you will have to submit a LOR.

o

Google: If a law enforcement officer is seeking information from a user who has
provided consent to access or obtain the user‟s account, the user should be
directed to obtain that information from their own account either using:


Google Takeout that allows users of Google products, such as YouTube
and Gmail, to export their data to a downloadable ZIP file. However this
doesn‟t include search history or Google Wallet information (the latter can
be obtained through a domestic production order as data stored in the
UK); or



For business users using Google Enterprise they have a tool available to
download all data

o

Twitter: Registered Twitter users can obtain a download of Tweets posted to his
or her Twitter account. Directions on how a user can request that information is
available in their Help Center at: https://support.twitter.com/articles/20170160
Twitter does not currently offer users a self-serve method to obtain other, nonpublic information (e.g., IP logs or private messages (which can be obtained by
sending a user consent directly to Twitter see paragraph 3.3 below) about their
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Twitter accounts. If a Twitter user requires his or her non-public account
information, they can send a request to Twitter via their privacy form, who will
then respond with further instructions.

3.3 AOL, Apple and Twitter can provide content evidence directly to subscribers as
follows:
o

AOL: Account contents can be obtained upon receipt of a signed and notarised
consent form sent from the user‟s AOL account to Karen.vukson@teamaol.com
for a free account or by fax for a formerly paid account to +1 703 265-2305 (see
Appendix D for consent forms for free and formerly paid accounts).

o

Apple: A user or next-of-kin (if under 18) can sign a notarized consent to request
a download of a users account (see Appendix Ci) or to unlock a device (see
Appendix C and paragraph 3.10 in Part 3 below) (Note: use of iOS 8 and above
means a device cannot be unlocked). This can be sent directly to Apple and does
not require a search warrant.

o

Twitter: Will provide content of direct messages upon receipt of a signed
consent form (at present no specific form available).

Note Apple will not provide a statement authenticating the content produced by
consent.

4. “Voluntary Disclosure”

4.1 The CSP‟s see this disclosure to law enforcement as 'voluntary', but simultaneously
their way of showing a civic duty outside of the US for the bona-fide prevention,
detection or investigation of offences for relevant criminality (i.e. not fishing for
information over the existence of the account). Each law enforcement agency should
have a Single Point of Contact (SPOC) responsible for liaising with the CSP and
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obtaining this data, which can take less than a week. Prosecutors should ensure that
these requests have been made and refer to them in any LOR to confirm what has
already been obtained. Importantly this data can be used as supporting information
in an LOR to satisfy probable cause for a search warrant.

4.2 In order to ensure the information is admissible the prosecutor should ensure any
request adds a requirement for an authenticating declaration (AOL, Apple, Google
and Twitter will provide if requested4). For evidence adduced without an
authenticating statement, a prosecutor must determine if it is possible to admit this
evidence as hearsay.

4.3 As CSP‟s user-notification policies are not clear, if justified when making a request
the CSP should be instructed not to notify a user if this will impact the investigation
(remember to include specific reasons why it would impact). However where a user
can be notified (i.e. already arrested/questioned on evidence and account
preserved) then the CSP should be informed.

4.4 The CSP‟s have different approaches on the voluntary disclosure procedure and
what they will disclose, below is a summary.

AOL:

o

AOL will provide BSI, IP information history for the last 90-120 days and header
information, but will not provide any credit data

o

Requests should confirm the date range for the requested evidence and sent to:
spocrequests@aol.com

4

Facebook will not provide –for all other CSPs there is no confirmation if they will or won’t provide therefore
advice is to always request a certificate of authentication.
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Apple:

o

Apple will provide the following after submitting an Apple specific form.


Device Registration Information:


BSI, including, name, address, email address, and telephone
number provided to Apple by customers when registering an Apple
device.



Date of registration, purchase date and device type may be
included.



Please Note Apple do not verify this information, and it may not
reflect the device‟s owner



Customer Service Records:


Contacts with Apple customer service regarding a device or
service. This information may include records of support
interactions with customers regarding a particular Apple device or
service.





Information regarding the device, warranty, and repair.

iTunes Information:


BSI such as name, physical address, email address, and
telephone number.



Information on iTunes purchase/download transactions and
connections, update/re-download connections.



iTunes Match connections



iTunes connection logs with IP addresses.



Please note iTunes purchase/download transactional records are
controlled by iTunes S.à.r.l., which is a Luxembourg company.
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Due to legislative provisions, iTunes can only respond to requests
such as this when they have been validated by the Public
Prosecutor of Luxembourg and forwarded to iTunes for response.
Requests for these records should be submitted to the Public
Prosecutor of Luxembourg at the following address: Parquet
Général, Procureur Général d‟Etat, Cité Judiciaire Bât. CR,
Plateau du St Esprit, L-2080 LUXEMBOURG, fax number: +352
47 05 50, email: parquet.general@justice.etat.lu



Apple Retail Store Transactions:


Point of Sale transactions are cash, credit/debit card, or gift card
transactions that occur at an Apple Retail Store.



Information regarding the type of card associated with a particular
purchase, name of the purchaser, email address, date/time of the
transaction, amount of the transaction, and store location.



Apple Online Store Purchases:


Online purchase information including name, shipping address,
telephone number, email address, product purchased, purchase
amount, and IP address of where a purchase was made.



iTunes Gift Cards:


Apple can determine whether the card has been activated or
redeemed as well as whether any purchases have been made with
the card.



When iTunes gift cards are activated, Apple records the name of
the store, location, date, and time.
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When iTunes gift cards are redeemed through purchases made on
the iTunes store, the gift card will be linked to a user account.



Information about online iTunes store purchases made with the
card will require a requests to be submitted to the Public
Prosecutor of Luxembourg at the following address: Parquet
Général, Procureur Général d‟Etat, Cité Judiciaire Bât. CR,
Plateau du St Esprit, L-2080 LUXEMBOURG, fax number: +352
47 05 50, email: parquet.general@justice.etat.lu



iCloud: iCloud is Apple‟s cloud service that allows users to access their
music, photos, documents, and more from all their devices. iCloud also
enables subscribers to back up their iOS devices to iCloud. With the
iCloud service, subscribers can set up an iCloud.com email account.
iCloud email domains can be @icloud.com, @me.com and @mac.com.
The following information may be available from iCloud:


BSI: When a customer sets up an iCloud account, BSI such as
name, physical address, email address, and telephone number
may be provided to Apple. Additionally, information regarding
iCloud feature connections may also be available.



Mail Logs: iCloud mail logs are retained for approximately a period
of 60 days. Mail logs include records of incoming and outgoing
communications such as time, date, sender email addresses, and
recipient email addresses.



Find My iPhone: Location information for a device located through the
Find My iPhone feature is user facing. Therefore Apple does not have
records of maps or email alerts provided through the service. The
following can be available:
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Find My iPhone connection logs. Please note Apple does not have
GPS information for a specific device or user.



MAC Address: A Media Access Control address (MAC address), is a
unique identifier assigned to network interfaces for communications on
the physical network segment. Any Apple product with network
interfaces will have one or more MAC addresses, such as Bluetooth,
Ethernet, Wi-Fi, or FireWire. The MAC address can be available by
providing Apple with a serial number (or in the case of an iOS device,
IMEI, MEID, or UDID).



Game Center Information: Game Center is Apple‟s social gaming
network. The following may be available:





Game Center connections for a user or a device.



Connection logs with IP addresses and transactional records

iOS Device Activation: When a customer activates an iOS device or
upgrades the software, certain information is provided to Apple from the
service provider or from the device, depending on the event. IP
addresses of the event, ICCID numbers, and other device identifiers may
be available.



Sign-on Logs: Sign-on activity, including connection logs with IP
addresses and transactional records, for a user or a device to Apple
services such as iTunes, iCloud, My Apple ID, (and Apple Discussions,
when available) may be obtained from Apple.

28



Password Activity Logs:


Apple ID password activity logs, including connection logs with IP
addresses and transactional records, for a user.



Information regarding password activity actions including password
reset information for a user may.

o

The request should be sent to Apple Distribution International in Ireland.

o

Apple will provide a certificate of authenticity if requested

o

Please Note Apple, if asked by the user, will provide full details about a UK lawenforcement request / inquiry.

Facebook:

o

Facebook will provide BSI upon receipt of a Request

o

The requesting country must pass Facebook‟s assessments regarding rule of
law, human rights, surveillance, and privacy protections

o

Users must have a touchpoint within the jurisdiction making the request

o

If the user does not have a touchpoint with the jurisdiction , Facebook may inform
law enforcement with which countries the user does have a touchpoint and
whether the user is not in the same country as the requestor

o

CONTACT: records@facebook.com

Google:

o

If the user does not have a touchpoint with the jurisdiction or Europe, Google
will only inform law enforcement with which countries the user does have a
touchpoint

o

Google treats countries in the European Union, European Economic Area, and
European Free Trade Association (“Europe”) as one country for the purpose of
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their touchpoint requirement
o

Google will only provide the IP addresses that resolve to the jurisdiction

o

If Google believes freedom of speech (“First Amendment”) protections are
implicated, they may not honor the direct request for voluntary disclosure

o

Google will provide a certificate of authenticity if requested

o

Google will specifically provide the following upon receipt of a request:


Gmail:


Subscriber registration information (e.g., name, account creation
information, associated email addresses, phone number)



Sign-in IP addresses and associated time stamps



Non-content information (such as non-content email header
information - the to and from, time sent and IP, with the subject
line removed)





YouTube:


Subscriber registration information



Sign-in IP addresses and associated time stamps



Video upload IP address and associated time stamp

Google Voice:


Subscriber registration information



Sign-up IP address and associated time stamp



Telephone connection records



Billing information



Forwarding number
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Blogger


Blog registration page



Blog owner subscriber information



IP address and associated time stamp related to a specified blog
post



IP address and associated time stamp related to a specified post
comment

o

CONTACT: lis-global@google.com

PRACTICAL NOTE - If information is provided about a touchpoint in the U.S. you should
contact the U.S. Legat to determine if there is an ongoing U.S. investigation. If evidence has
been obtained in the course of this U.S. investigation you may be able to receive this
evidence through sharing on a police to police basis without the need for an LOR (see Part 3
paragraph 7 below).

Microsoft:

o

Microsoft will provide BSI directly to upon receipt of a request to their office in the
Republic of Ireland

o

Microsoft will also provide transactional information directly to law enforcement,
upon receipt of a Request, if specifically requested

o

However if a preservation request is in place Microsoft will not provide BSI or
transactional information on the basis it will be provided upon receipt of an LOR.
Therefore when submitting any request advise Microsoft that the material is
needed now to assist with preparation of the LOR.
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Twitter:

o

Twitter will provide the following BSI:


Personal information: Such as name, username, email address and in
some cases, phone number (Please note the name and username are
listed publicly).



Additional Information: Some users provide additional public profile
information, such as a short biography, location, website, or picture which
will be available publicly.

o

Users may provide payment information, including credit or debit card number,
card expiration date, billing and shipping address.

o

Log Data: Twitter receives information (“Log Data”) such as IP address, browser
type, operating system, the referring web page, pages visited, location, mobile
carrier, device information (including device and application IDs), search terms
and cookie information.

o

Please note that IP data is not saved on a tweet by tweet basis, but on a session
by session basis

o

Twitter data is kept for on average 90 days, but the time kept could be longer or
shorter, dependent on the amount of data being stored at a time. There is no set
period.

o

Twitter will provide a certificate of authenticity if requested

o

Requests should be sent by fax to the Trust and Safety Team Fax: 1-415-2229958

o

Twitter will review any freedom of speech issues on the basis that if there is prima
facie evidence of a prosecutable offence they will be “sympathetic” to disclosure –
please remember that the Department of Justice will not execute any LORs that
refer to offending with a maximum sentence of less than 12 months (see
paragraph 8.4 in Part 3 below).
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Yahoo!:

o

Yahoo! Inc will not provide any voluntary disclosure for a .com address, unless
the user has signed European terms and the IP matches EU use and should be
sent to Yahoo EMEA Limited in Ireland

o

Yahoo! Inc. prefers that law enforcement be directed to the appropriate office to
obtain records relating to non-U.S. accounts, rather than for Yahoo! Inc. to be
served with legal process in the US for those records5

WhatsApp and Snapchat:

o

Both require a court order for any material (unless an emergency) they retain.
Therefore an LOR will have to be submitted for BSI and transactional
evidence.

o

Both do not store the content of messages as they are deleted after sending.
However if the device that sent the content is seized it may still be stored.
Therefore an examination may secure this evidence – for more specific
information see Part 3 paragraph 3.10 below.

PRACTICAL NOTE - If your request to obtain evidence through informal assistance has
failed please refer to this in any LOR – as the US authorities, when reviewing an LOR, will
ask if we have sought to obtain the evidence through these channels.

5

Yahoo! Inc. can see where any account is administered. The foreign Yahoo! offices can only see and access
their own accounts.
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4. Voluntary Disclosure in Summary:

Communication BSI

Transactional

Service

Information (see above

Provider

what this means for each

Content

CSP)

AOL

Apple

Facebook

- Request

- Request

- Emergency

- Emergency

- Emergency

- User consent

- Apple Form

- Apple Form

- Emergency

- Emergency

- Emergency

- User consent

- Request

No

- Emergency

- Emergency
Google

Microsoft

- Download by user

- Request

- Request

- Emergency

- Emergency

- Emergency

- Download by user

- Request

- Request (n.b. preservation

Emergency

request issue)

Snapchat

- Emergency

- Emergency

Emergency

Emergency

No content stored (only
through forensic examination of
device)

Twitter

- Request

- Request

- Emergency

- Emergency

- Emergency

- User consent
- Download by user

WhatsApp

Emergency

Emergency

No content stored (only
through forensic examination of
device)

Yahoo

Emergency

Emergency
Request (if .com user has

Emergency

signed European terms and the IP
matches UK use)
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This Part will assist with:

• LOR for Basic Subscriber Information
• LOR for Transactional Information

• LOR for Content
• Real-time interception

1. Introduction

1.1 When a LOR is received, an Office of International Affairs (OIA) attorney reviews the
request to determine whether it is compliant under the Mutual Legal Assistance
Treaty, and, if so, how best to execute the request. If all or part of the request is
deemed insufficient, OIA may seek further information before a final decision on
execution is reached.

2. Special Considerations in Terrorism Cases

2.1 Special factors to expedite may be taken into consideration when obtaining electronic
evidence in terrorism-related investigations.
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3. Stored Information – Three Types

There are three types of stored information available from CSPs that may be
helpful to an investigation:

3.1 Basic Subscriber Information – Lowest Level of Process

o

What is it?


Information that describes who a person is (e.g., the name and address of
the subscriber), and includes basic information about the person‟s use of
an online service on a specific date and time (for example, times of
logging into the account, how long the subscriber has used that specific
service, etc.).

o

Legal standard



In order to obtain BSI, you need only establish that the evidence sought is
relevant and related to the criminal investigation. It is not enough to
show that the suspect or defendant had an email account or social media
account; the account must have something to do with the crime being
investigated. This is the lowest legal standard required of all investigative
processes.
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o

Examples where subscriber information may be important



Hypothetical #1 (child exploitation)
Victoria, aged 12 years, receives an email including attached photographs
of children engaged in sexual acts from a suspected adult using Joe@usCSP.com. In the email, Joe suggests that they meet at a specified
location. The Investigator wants to know who is registered to the email
account (and therefore does not need the content of the email account).



Hypothetical #2 (blackmail)
ABC PLC receives an email in which the sender threatens to release
sensitive information about ABC‟s clients if he does not receive $100,000.
Sender provides a link to a password-protected website containing
sensitive information about ABC‟s clients as proof, as well as the
password that ABC PLC will need to view the information and verify the
threat. The Investigator wants to know who owns the email account, who
owns or was assigned the IP address used by the sender to log into the
email account, and who registered the website.



Hypothetical #3 (fraud, money laundering (phishing))
Granny receives email informing her that she needs to update her account
information with her online bank, www.onlinebank.com, by providing
personal information. Three days after doing so, all money from her bank
account is removed. Granny supplies the original email that she received
to the Investigator who determines that the link is not the actual bank‟s
website but rather a third-party‟s website. The Investigator wants to know
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who set up the website, how they paid for the website, how long the
website has been hosted, and where it is hosted.

o

Type of Subscriber Information Available



The following is the type of subscriber information that should be
requested in your LOR (Note: when requesting information, please
provide a specific email address [e.g. Joe@us-CSP.com] or IP address
[e.g. IP address 120.128.4.30], or the URL for a web page [e.g.
http://www.onlinebank.com] or username as well as the relevant date,
time and time zone):
1.

The subscriber's account or login name

2.

The subscriber's name and street address

3.

The subscriber's telephone number or numbers;

4.

The subscriber's email address;

5.

The Internet Protocol (IP) address used by the subscriber to
register the account or otherwise initiate service;

6.

All IP addresses used by the subscriber to log into the account;

7.

Session times, dates and durations; and

8.

Any other information pertaining to the identity of the subscriber,
including, but not limited to billing information (including type and
number of credit cards, student identification number, or other
identifying information).

3.2 Please be aware that WhatsApp can produce basic subscriber information which
may include when the account was created, what services are used, and on the rare
occasions when the user is online when the request is processed, a login IP address
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and name. Please note that WhatsApp does not collect names, addresses or email
addresses, just mobile phone numbers.

3.3 Snapchat retains logs of previous messages sent and received. The
logs contain metadata about the messages, but not the content.

3.4 The LOR in Appendix A provides precedent paragraphs for the major CSPs and
Appendix F a checklist to assist requests for relevant BSI evidence.

PRACTICAL TIP -Because IP addresses frequently change, it is important to
always include the precise time -- up to the second, if available -- as well as the time
zone (e.g. Greenwich Mean Time or “GMT”) when asking for IP address
information.

PRACTICAL TIP – Have you sought to obtain BSI through voluntary disclosure (see Part 2
paragraph 4 above) – if this has been unsuccessful refer to this in your LOR. Remember even
though obtaining basic subscriber information requires the lowest legal standard, law
enforcement authorities still need to justify why the evidence sought is relevant to the
investigation.

3.5 Transactional Information – Medium Level of Process

o

What is Transactional Information?



Information that includes records identifying with whom a subscriber
communicated, what websites a subscriber visited, and similar information
about a user‟s online activity.
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o

Legal Standard



In order to obtain most types of transactional information, you must
provide specific facts detailing how the records or other information
sought are relevant and material to a criminal investigation. This is
because U.S. law requires prosecutors to provide the court with a factual
summary of the investigation and how the records requested will advance
that investigation. This is an intermediate standard, higher than mere
relevance, but not as a high a legal burden as “probable cause”.

o

Examples where transactional information may be useful or important



Hypothetical #1 (child exploitation)
In the case where 12-year-old Victoria was asked to travel to meet “Joe,”
the Investigator wants to identify other children who may have been
groomed. The Investigator seeks the email addresses used to
communicate with “Joe‟s” email account.



Hypothetical #2 (blackmail)
In the case where ABC PLC received the demand email, the Investigator
wants to know if the sender of the demanding email is working with others.
The Investigator now seeks a log of the email addresses to which that
account has sent or from which it has received emails.



Hypothetical #3 (fraud, money laundering (phishing))
In the case where Granny‟s bank account was stolen by a phisher, the
Investigator wants to know if other potential victims received the phishing

40

email. The Investigator now seeks a log of all other email addresses to
which the phishing email was sent.

o

Types of Transactional Information Available



When making a request for transactional information and providing a
specific email address or the URL of a web page, this is the kind of
information to request:
For Email or Web Hosting Accounts:
Connection information for other systems to which user connected via the
email account (or into the web host account) including:
1. Connection destination or source of connection;
2. Connection time and date;
3. Disconnect time and date;
4. Method of connection to system (e.g., telnet, ftp, http);
5. Data transfer volume (e.g., bytes); and
6. Any other relevant routing information;
7. Source or destination of any electronic mail messages sent from or
received by the account (known as the header of the email or the “To”
and “From” fields), and the date, time, and length of the message;
8. Information pertaining to any image(s) or other documents uploaded to
the account (or the website), including the dates and times of
uploading, and the sizes of the files but not including the contents of
such files;
9. Name and other identifying details of individuals that accessed a
specific image/file/web page between a specified period of time, on a
specified date
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3.6 The LOR in Appendix A provides precedent paragraphs and Appendix F a checklist
when requesting transactional information from the major CSPs

PRACTICAL TIP - The date range for the transactional information must be relevant and
material to the criminal offences in the LOR.

3.7 Content - Highest Level of Process

o

What is it?



Content is the information sent in an email from the sender to the recipient
(or a draft), which could include written messages, embedded
photographs or images, and attached files.

o

Legal Standard



In order to obtain content in most cases, you must provide information in
the formal request that satisfies two legal standards: (1) “probable cause,”
and (2) that the facts supporting the request are current.



“Probable cause”: The LOR must provide specific facts supporting the
belief that the evidence (content) sought will be found among the records
of the CSP, and that the evidence relates to a crime (see Appendix F for
checklist on elements of probable cause to assist drafting of LOR). This is
the same standard that applies to the search of a house or a business in
the U.S. The request must provide sufficient detail describing:
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The type of content to be seized (e.g., an email
communication); and



The reason why the content relates to the criminal offence
being investigated.

PRACTICAL TIP – Only include facts that support the conclusion that email content will
contain evidence of the offence under investigation. The summary of facts in the LOR must
be relevant to the required assistance and not a summary of the complete investigation.
Therefore, only include those facts that are relevant to the evidence required and always
confirm the source of the information in the LOR.



“Current” or “fresh” information is the second requirement for obtaining
the content of electronic communications. This means that at least some
of the facts upon which the request is based need to be relatively recent,
or indicate the likelihood that the evidence will still be located in the place
to be searched. Courts will reject a request if the information presented is
old or “stale.” While this is somewhat case-specific (and while not a hard
and fast rule), facts that are more than 60 – 180 days old, in the context of
electronic evidence, are more likely to be considered stale. Equally, if an
account has been inactive, the contents may have been deleted by the
CSP. To ensure time isn‟t wasted sending an LOR, SPOCs should
confirm, before preserving, if a CSP has a policy of data removal if an
account is inactive for certain periods.

PRACTICAL TIP - The date range in the LOR must fit probable cause – the LOR needs to
show both that there are reasonable grounds to believe that D committed the offence and
also that that the requested CSP material will hold evidence of its commission or the email
account, social media account or website was used to commit the offence, during the
relevant time frame.
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If there was a previous preservation request, however, and the LOR is
now seeking production of those preserved records, it may be possible to
avoid a staleness problem because preservation makes it much more
likely that the records still exist. Additionally, in certain cases, such as
those involving indecent images, U.S. courts tend to find what would
otherwise be considered older data to still be “fresh”.

PRACTICAL TIP - To expedite the execution of search warrants please refer to preservation
request reference numbers and dates they were obtained in the LOR. This will assist both
the CSP to identify the material subject to the search warrant or other court order. A
precedent paragraph is included in the LOR at Appendix A

o

Examples where content may be useful or important



Hypothetical #1 (child exploitation)
In the case where 12-year-old Victoria was asked to travel to meet “Joe,”
Joe emails the victim stating that a “friend” of his left him a voice mail
asking that Victoria and Joe meet him at a specific location one week from
today at 3 PM. The Investigator wants the content of the communications
in “Joe‟s” email account in order to see who Joe is working with and
whether Joe and his friend have had any discussions about their plans
once Victoria arrives.



Hypothetical #2 (blackmail)
In the case where ABC PLC received the demanding email, the
Investigator has received the transactional records regarding accesses to
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the suspect website (where clients‟ information was posted), and it
appears that a number of the IP addresses associated with those
accesses originated from within ABC‟s company network in the United
States. The Investigator believes that this indicates an insider is working
with the blackmailer. The Investigator now wishes to secure the content
of all emails in the blackmailer‟s email account in order to identify the
insider, and to verify this relationship.



Hypothetical #3 (fraud and money laundering (phishing))
In the case where the money in Granny‟s bank account was stolen by a
phisher, the Investigator learns that a week ago the phisher emailed
instructions to the bank on where to transfer the funds in Granny‟s
account. The Investigator previously requested that the phisher‟s email
account be preserved and now wants the content of all of the messages in
the phisher‟s account to see if others were victimized in a similar manner,
as well as to see if other banks were contacted by the phisher with similar
requests.

o

Types of Content Available


For Email or Web Hosting Accounts
The content of all emails stored in the account, including copies of emails
sent from the account and drafts.



For Social Networking Accounts
All communications and messages made or received by the user,
including all private messages, attachments (video, audio and picture) and
pending “Friend” requests.
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3.8 The LOR in Appendix A provides precedent paragraphs and Appendix F a checklist
for relevant content evidence from the major CSPs.

PRACTICAL TIP - If the Court in the U.S. decides that there is not enough for probable
cause it can issue a d-order instead of a search warrant which gives everything except the
content – if the results of the d-order then give rise to probable cause an application for a
search warrant for content may subsequently be made in a supplementary LOR.

PRACTICAL TIP – Always put complete dates in your LOR i.e. 2nd June 2015
Rather than 2/6/2015 – which in the U.S. would mean 6th February 2015.

PRACTICAL TIP – REMEMBER ATTRIBUTION – For example if you have an
email account, how do you justify your belief that this is the account used by the
suspect or defendant on the dates you require content for. Have you obtained
attribution through a Request? Or admissions in interview? Or consent? Or circumstantial
evidence from available content?

PRACTICAL TIP – If your source of supporting information is an informant you
need to demonstrate reliable and credible. For example past reliability
established, or implicates himself as well as the subject, or information is
partially verified by a law enforcement agency.

3.9 Child Sexual Exploitation

o

If there are uploaded indecent images to support a search warrant
application, the Department of Justice require a description of at least three
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example images in your LOR. If a prosecutor hasn‟t viewed the images, a
description maybe included in an officer‟s statement or a report from the
National Centre for Missing and Exploited Children (NCMEC). This
description should be written in the LOR. Any report or statement should be
attached as an Annex. A U.S. Magistrate Judge, determining a search
warrant application, will need a description to decide if the images are
contrary to U.S. law. Therefore an opinion from an officer or a prosecutor that
the images are “indecent” is insufficient – a description is required so the
Magistrate Judge can make their own assessment.

o

U.S. law also requires that “children” in such images are under 18. This
means reference must be included in the LOR that any images referred to are
of persons under 18.

3.10

o

Specific CSPs and Content Evidence

Apple:


When a phone has been locked the following is required:


User: Notarized consent sent to Apple (see Appendix C)



User under 18 died: A notarized consent (see Appendix C) from
the next-of-kin and a certified copy of the death certificate attached
sent to Apple



User over 18 died: Probate Court order and a certified copy of the
death certificate attached sent to Apple

Further, the iPhone/device must be physically delivered to Apple in Cupertino,
CA, where an Apple engineer will unlock it (the “extraction procedure”).


For the required process (requiring a search warrant) in all other cases
see Part III Para I “Extracting Data from Passcode Locked iOS Devices”
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from Apple‟s Legal Process Guidelines (dated 10th April 2015):
http://images.apple.com/privacy/docs/legal-process-guidelines-us.pdf


However check if a device runs iOS 8.0 or later versions, as Apple‟s
data extraction tools are no longer effective. This is on the basis the files
to be extracted are protected by an encryption key that is tied to the user‟s
passcode, which Apple does not possess. In these situations there is no
purpose in sending an LOR for the device to be unlocked – however an
LOR can still be sent for a search warrant to obtain email account and
iCloud content

o

Microsoft:


For content of a Skydrive (cloud storage) or Hotmail, Outlook or Live
account an LOR should be sent to the U.S.6

o

Yahoo:


Content for an address ending in yahoo.co.uk is likely to be stored in the
UK and therefore available to UK law enforcement through routine
domestic process. If the address ends in yahoo.com the evidence is
always stored in the U.S. As outlined for voluntary disclosure law
enforcement cannot rely on the domain (e.g., yahoo.co.uk) to ascertain
where the user‟s account is administered and Yahoo! prefers that law
enforcement be directed to the appropriate office to obtain records relating
to non-U.S. accounts, rather than for Yahoo! to be served with legal
process in the U.S. for those records.7

6

The United States is currently in litigation with Microsoft regarding whether Microsoft must provide
information, including content, relating to Irish-hosted accounts when served with a search warrant in the United
States. Please be aware this has led to some difficulties obtaining Microsoft material through voluntary
disclosure and procedures maybe subject to change
7
Yahoo! Inc. can see where any account is administered. The foreign Yahoo! offices can only see and access
their own accounts.
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o

WhatsApp:


Neither the contents of messages that have been delivered, nor the
message history are kept or archived on its servers(consider if stored in
cloud). Such information would only be found, if it still exists, on the user‟s
phone and should be obtained through retrieving the data in the handset
or SIM card memory.

o

Snapchat:


In some circumstances it may be possible to retrieve content of messages
if they haven‟t been opened. When a recipient opens a message (or
Snap) the content is automatically deleted and will not be retrievable as
content. Also be aware that if a Snap remains unopened, it will be deleted
30 days after it was first sent.

o

Skype:


If the request seeks only non-content it should be directed to
Luxembourg. If the request seeks content (in addition to non-content), an
LOR should be sent to the U.S. for the attention of Microsoft (who own
Skype).

o

Kik/Blackberry/Hush:


All three are based in Canada therefore to obtain the subscriber and
content (if required) you will need to send an LOR to the Canadian Central
Authority showing that an offence has been committed and that evidence
of the commission of the offence will be found in Canada. A step by step
guide to requesting mutual legal assistance from Canada can be found at:
http://www.justice.gc.ca/eng/cj-jp/emla-eej/mlaguide-guideej.pdf
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For the Kik Law Enforcement Guide see:
www.kik.com/assets/Uploads/Kiks-Guide-For-Law-Enforcement-July-172014.pdf

3.11

Consent by user to be sent with an LOR

3.12

Even if user consent is obtained, the following CSPs still require an LOR is

sent for a search warrant - the consent should be sent with the LOR:

o

Microsoft see Appendix B to access any Hotmail, Outlook or Live accounts.

o

Yahoo consent see Appendix E

PRACTICAL TIP - After a search warrant is executed and the material disclosed by the CSP
a FBI Special Agent will sift through it to determine what is relevant. Relevance will be
determined on the basis of the dates, times and facts referred to in the summary of the LOR.
Therefore remember to include all relevant information to ensure you receive the evidence
you need.

4. Real-Time Collection of Non-Content Information (or Pen Register)

4.1 What is it?

4.2 Real-time collection of non-content information refers to obtaining dialling or routing
information (e.g. data that identifies who is sending an email) while the
communication is still en route to its destination (Note: this mechanism will also
yield the initial log-in IP address). This information will not include the content of the
email, any attachments that may accompany it, or the subject line.
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o

Legal Standard


In order to obtain non-content information in real-time, the LOR would
have to demonstrate specific facts detailing how the records or other
information sought are relevant and material to a criminal
investigation. In other words, explain how the information requested
relates to the investigation for which it is sought. Once a court issues its
order, U.S. law enforcement may collect this information in real-time for
up to 60 days, and renew this request for another 60 days if needed (and
approved by the court). This information may be provided to law
enforcement promptly.

o

Hypothetical where real-time non-content information may be useful


The Investigator anticipates that a suspect will be sending an email from a
particular Yahoo! account in the next day or two containing a ransom
demand. The investigator seeks real-time information about the origin of
the email (i.e., the IP address by which the sender accesses Yahoo!) in
order to determine the physical location of the suspect and, ideally, to
apprehend the suspect.

PRACTICAL TIP - This technique is especially useful when targets move around from
computer to computer, such as through cyber-cafés. An investigator who has the IP address
the suspect used and the time when it was used may be able to identify the location of the
individual.

51

5. Real-Time Collection of Content Information

5.1 U.S. legal practice precludes prospective real-time collection of content solely on
behalf of foreign governments. An exception to this rule exists, however, if there is a
joint investigation with a U.S. law enforcement agency. In this situation the U.S.
authorities may be permitted to share the product with overseas law enforcement.

6. Confidentiality

6.1 If the request needs to be confidential (i.e. user not tipped off by the CSP about the
court order) you should include a paragraph in the LOR, as the U.S. Attorney
applying for a court order will have to show “good cause” why notice shouldn‟t be
provided to the account holder (see precedent paragraph in Appendix A). This
could be established if the matter was covert and notice could be detrimental to the
on-going investigation for example through deletion or destruction of evidence.
However simply stating “the investigation may be prejudiced” is insufficient; there
must be a specific reason to establish good cause.

6.2 If the investigation, at some point, went overt it would be good practice to notify the
U.S. authorities so they no longer have to apply this additional requirement.

6.3 You may also request that the application and granting of the order remains sealed.
This will ensure that the public don‟t have access to the supporting documentation
and the order until unsealed by the court.
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7. Evidence Obtained in a U.S. Investigation

7.1 Where investigations have already been conducted by U.S. law enforcement
agencies CSP evidence obtained can be shared on a police to police basis without
the need to send an LOR.

7.2 Any request for material already obtained in a US investigation should be made
through the FBI, Drug Enforcement Administration or Homeland Security
Investigations representatives at the US Embassy.

7.3 However it is very important that investigators confirm if the evidence is under seal.
If sealed, an LOR will be required for a court application to release the evidence for
use in domestic proceedings8.

7.4 The prosecutor should ensure the evidence will be admissible in domestic
proceedings.

8. Limitations on Assistance

8.1 Ongoing U.S. Investigation:
o

The U.S. might postpone assistance in response to a foreign request if
execution of the request would interfere with an ongoing U.S. criminal
investigation or prosecution. In that situation, the U.S. might delay execution,
or, alternatively, might impose conditions that, if accepted by the authority
making the request would protect the integrity of the U.S. case.

8

Evidence acquired pursuant to a U.S. grand jury subpoena, requires grand-jury secrecy rules to apply. This
means an LOR must be sent, as a court order is required before the material is further disseminated pursuant to
Federal Rule of Criminal Procedure 6(e)(3)(E)
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8.2 Additionally, the U.S. may have to deny assistance to the extent that execution of
the request is contrary to the public interest of the U.S. For example, if the conduct
at issue is an activity that would be protected under the U.S. Constitution, a request
for assistance may be declined. Specifically, the U.S. may deny a request for
assistance if it relates to an individual engaging in expression (written, spoken or
other) that falls under the U.S. Constitution‟s protection of free expression (e.g.,
“hate” speech is generally protected by the Constitution, even though objectionable),
unless facts are provided that indicate the expression goes beyond permissible,
protected speech (e.g., hate speech that includes calls for immediate violent action).

8.3 Dual Criminality
o

Whilst this isn‟t a requirement under the MLAT as a general matter, if we are
to seek content from any of the accounts listed in the request, we will need to
demonstrate dual criminality for the U.S authorities to successfully apply for a
court order. If the underlying conduct isn‟t recognised as a criminal offence in
the U.S. a court is unlikely to issue an order.

8.4 De Minimis
o

The U.S. will not ordinarily execute an LOR if the offence carries less than 12
months (a misdemeanour rather than a felony under U.S. law)

8.5 Proportionality
o

Consider if your request justifies the time taken to apply for any U.S. Court
order. For example you may have obtained a victim‟s Facebook account by
consent. Do you need to send an LOR for subscriber information? Or is this
evidence that can be inferred from the content downloaded or the suspect
asked to confirm in interview?
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8.6 Due to the burden of requests placed on the U.S. authorities it is important that the
US authorities are informed as soon as possible if, for whatever reason, the
evidence is no longer required and the LOR can be withdrawn.

8.7 Further, if the evidence obtained from an LOR has resulted in a conviction, please
inform the US authorities to convey your gratitude for their assistance.
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Basic Subscriber Information (BSI)
Information that describes who a person is (e.g., the name and address of the
subscriber/account holder), and may include basic information about the person‟s
use of an online service on a specific date and time (for example, times of logging into
the account, how long the subscriber has used that specific service, etc.).

Communications Service Provider
A communications service provider or “CSP” transports information electronically,
and encompasses companies in the telecom (landline and wireless), internet, cable,
satellite, and social media services.

D-Order
Named after section 2703(d) of the Electronic Communications Privacy Act (ECPA), a
d-order will be granted if a U.S. Court is satisfied that there are, “specific and
articulable facts showing that there are reasonable grounds to believe that (the
information) is relevant and material to an ongoing investigation.” This requirement
will not be satisfied merely by assertion that specific and articulable facts exist.

Domain Name
Domain names are used in URLs to identify web pages. Each domain name has a
suffix for example .com for communication service providers.

Dual Criminality
This requires that the particular acts alleged are a crime in both the requesting
jurisdiction and US. The elements of the analogous offences need not be the same,
but they must be sufficiently familiar that the conduct is criminal in both countries.

Forensic Image
Imaging is a phrase that is commonly used for preserving the contents of a custodian
hard drive or server. It can also be used to describe when a custodian hard drive is
cloned.
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Good Cause
This means adequate or substantial grounds, or reason to take a certain action, or to
fail to take an action, and is always dependent on the circumstances.

IP Address
An Internet Protocol address (IP address) is a numerical label assigned to each device
(e.g., computer, printer) participating in a computer network that uses the Internet
Protocol for communication. An IP address serves two principal functions: host or
network interface identification and location addressing.

Metadata
Is data providing information about one or more aspects of the data, such as:
o

Means of creation of the data

o

Purpose of the data

o

Time and date of creation

o

Creator or author of the data

o

Location on a computer network where the data was created

o

Standards used (i.e. uniform engineering or technical criteria, methods, processes
and practices)

Pen Register
o Title 18 of the United States Code defines a pen register as:
o

„A device or process which records or decodes dialing, routing, addressing, or
signaling information transmitted by an instrument or facility from which a wire or
electronic communication is transmitted, provided, however, that such
information shall not include the contents of any communication, but such term
does not include any device or process used by a provider or customer of a wire
or electronic communication service for billing, or recording as an incident to
billing, for communications services provided by such provider or any device or
process used by a provider or customer of a wire communication service for cost
accounting or other like purposes in the ordinary course of its business‟

o

The term „pen register‟ is often used to describe both pen registers and trap and
trace devices (see below).
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Port Number
A port number is part of the addressing information used to identify the senders and
receivers of messages. Port numbers are most commonly used with IP connections.
These port numbers allow different applications on the same computer to share
network resources simultaneously and can assist to identify a specific user.

Probable Cause
A higher standard of proof than, “reasonable grounds to believe” but not as high as,
“more likely than not”. Probable cause requires credible evidence, which can include
hearsay or intelligence provided that it is demonstrably reliable. For detailed
definition and application see Part 3

Reciprocity
Also known as mutuality, reciprocity in this context means the US recognizes the
same investigative and court processes that the requesting jurisdiction can use in its
domestic proceedings.

Sealed
This means court documents are not publicly available until unsealed. Sealing can be
done for a number of reasons including to prevent disruption to an on-going
investigation or if personal details of a witness or victim are disclosed. Documents
may be unsealed, for example, once the named person is arrested. Ordinarily
documents will become unsealed after two years unless grounds are provided not to.

Touchpoint
A Touchpoint describes the connection of a CSP with its users. Therefore if a
subscriber‟s registration information or IP address resolves to the UK – this means
the UK is the touchpoint.

Transactional Information
Information that includes records identifying with whom a subscriber communicated,
what websites a subscriber visited, and similar information about a user‟s online
activity.

Trap and Trace
A trap and trace device would show what numbers had called a specific telephone,
i.e., all incoming phone numbers. A pen register rather would show what numbers a
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phone had called, i.e. all outgoing phone numbers. The two terms are often used in
concert, especially in the context of Internet communications. They are often jointly
referred to as "Pen Register or Trap and Trace devices" to reflect the fact that the
same program will probably do both functions.

URL
A URL is one type of Uniform Resource Identifier (URI); the generic term for all types
of names and addresses that refer to objects on the World Wide Web. The term "Web
address" is a synonym for a URL that uses the HTTP or HTTPS protocol.
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Draft LOR

US Department of Justice
Criminal Division
Office of International Affairs
1301 New York Avenue, NW
Washington, DC 20005
USA

Date

Dear Sir or Madam

Letter of Request: [insert Operation name]
[insert Name of Defendant/s or Suspect/s]

I am [insert name of Prosecutor] a Prosecutor of the [insert name of Prosecution
Service] a designated prosecuting authority, and I am empowered to make this request for
evidence pursuant [insert domestic authority]
Basis of the Request
I have the honour to request your assistance under the provisions of [insert relevant Treaty
of Mutual Legal Assistance in Criminal Matters]
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Urgent

If an urgent request provide details of why (e.g. imminent trial date, serious risk of
harm) and any dates when the evidence is required by.
Confidentiality

If notification to the account holder and/or disclosure of the application to the public
would prejudice the investigation – include this section and include reasons why
notification and/or disclosure to the public would hamper the investigation e.g.
destruction of evidence or suspect would flee.

In order not to prejudice the investigation, I request that no person (including any of the
above subjects) is notified by the competent authorities in your country of the existence and
contents of this Letter of Request and any action taken in response to it. I further request
that action is taken to ensure that any person from whom evidence is sought does not so
notify any other person.

If the above subjects or an associated party became aware of the existence of sensitive
material, namely [identify the sensitive material – either the entire request or confirm
the relevant part] or of action taken in response to it, it is reasonably justifiable to believe
that disclosure of the fact of an investigation to the subjects will result in [insert as
appropriate destruction of evidence as supported by [describe conduct in support i.e.
deletion of accounts]; disclosure of the identity of the confidential informant has the
potential to place his life in danger or risk of serious injury [describe conduct in support
i.e. if informant close to subject and subject has a history of violence]
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If it is not possible to preserve confidentiality in the above manner, please notify me prior to
executing this Letter of Request.
Purpose of the Request

[insert if suspects/defendants known]
This is a request for evidence [insert type of evidence e.g. content of emails from
Google or transactional – be explicit if required for real-time collection of non-content
(see paragraph 4 of Part 4 above)] for use in the prosecution (including any related
restraint, confiscation and enforcement proceedings and any related ancillary proceedings)
of the following

[List All]

SUBJECT

DATE of

PLACE

BIRTH

BIRTH

of NATIONALITY

ADDRESS

The above are the subject of a criminal investigation being conducted by [insert name of
investigating Law Enforcement Agency] and a criminal prosecution being conducted by
the ………..for offences of [insert offences, relevant statute and maximum sentences].

[insert if only IP address of a server known]
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This is a request for the competent authorities in the United States of America to provide a
forensic image of the servers listed below for use in Court Proceedings within the jurisdiction
of ……….
IP ADDRESS

HOSTING COMPANY (name and address)

The [insert name of investigating Law Enforcement Agency] is attempting to identify
individuals involved in the creation, distribution and use of the malicious software [insert
name]. This evidence will be used in any subsequent prosecution of these individuals
(including restraint, confiscation and enforcement proceedings and any related ancillary
proceedings) who are committing offences associated with the [insert name of software]
and its variants namely: [insert offences, relevant statute and maximum sentences]

[insert if only email address or social media username known]

This is a request for the competent authorities in the United States of America to provide
evidence related to the email address listed below for use in Court Proceedings within the
jurisdiction of ………..

EMAIL ADDRESS or SOCIAL MEDIA USERNAME

Communication Service Provider
(name and address)

The [insert name of investigating Law Enforcement Agency] is attempting to identify the
user of the email address and obtain the material more particularly detailed in the Assistance
Required paragraph below. This evidence will be used in any subsequent prosecution of the
individual/s (including restraint, confiscation and enforcement proceedings and any related
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ancillary proceedings) who are committing offences associated with the [insert email
address]: [insert offences, relevant statute and maximum sentences]
The Relevant Law
Please find appended to this Letter of Request the applicable ……….. Law at Annex A.

Summary of Facts and History of Proceedings

Insert the following:

1. A brief chronology of the investigation/proceedings to date [insert when
arrested, charged, and when any trial date is fixed if known].

2. A summary of the evidence in support of the investigation/charges

3. If only BSI requested: Confirm with supporting information that BSI is relevant
and related

4. If only transactional information requested (specify date range) or real-time
collection

of

non-content:

Confirm

with

supporting

information

that

transactional information is relevant and material (with justification why
relevant and material to investigation)

5. Outline for EACH EMAIL OR SOCIAL MEDIA ACCOUNT for content:

a. How you attribute the account to the user
b. What evidence you believe is in the account
c. Supporting information (confirming source) that content will show
evidence of a crime
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PLEASE NOTE that if child exploitation offences you will need a
description of the type of images (at least 3) and confirmation that the
child is a minor in U.S law i.e. under 18 for more information see para
3.9 in Part 3
d. If source of information has a criminal record or is anonymous – further
information to show credibility and reliability (i.e. proximity to
criminality (if this will not disclose the source)
e. Justify why you believe this evidence, based on the supporting
information,

is

contained

in

the

email

account/social

media

account/website
f.

Justify date range you require content for

(Note: If you are applying for content you don‟t need to specify relevance and
materiality to the investigation separately for BSI and transactional information as
this is made out by the higher standard of probable cause)

The U.S. authorities need to understand the nature of the illegal activity involved and
the relationship between the evidence sought and that illegal activity. This means
U.S. authorities will not conduct fishing expeditions, therefore the summary needs to
be focussed with reference to examples of documents that will support the request
for email content. As the Department of Justice will have to make a factual showing
to a U.S. court relating to the use of each email account, it would be helpful if the
summary can show a separate entry for each email account, followed by all the
factual support (with dates) relating to the use of that specific account. For example:
Joe@us-CSP.com
This account is (registered to/used by) __________. On (date) a message was sent
from this account to (other account). The message states . . .
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On (date) another message was (sent to/received by) this address. That message
states . . . The suspect has used this account to further the alleged offences by

Example for Emails using hypothetical # 1:
Dave is a convicted paedophile and on 1st July 2014 absconded from a hostel where he was
residing as a condition of his post custodial sentence licence. It can be shown that since that
date he has created a false identity in the name of “Joe” which he has used to contact other
paedophiles. These messages are provided in Annex A to this request. It can also be shown
(see statement of Officer X at Annex B) that Dave, in the name of “Joe”, has set up three
websites on the Internet, which contain indecent images of children and stories about the
sexual abuse of children.

Dave has been using a laptop computer, which is owned by a company for whom he used to
work. The Police have discovered an email account (Joe@us-CSP.com) on the computer
that is linked to Dave through service of domestic legal process and receipt of the following
subscriber information: [name and address]

The email has been used as a contact, which was used to create the websites referred to
above as detailed in the statement of Officer X in Annex B.

The email address has also been used to transmit emails of indecent images to Victoria .
The Police have traced the messages to a library where it is believed Dave set up the
account [see statement of Officer X in Annex B].

Further evidence from the computer used by Dave includes an online chat message
between “Joe” and Victoria. The chat contained details of arrangements for the two parties to
meet in London in the United Kingdom on 1st August 2014. “Joe” emailed the victim stating
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that a “friend” of his left him a voicemail asking that Victoria and “Joe” meet him at a specific
location on 1st August 2014 at 3 PM.

It is believed that data stored on Joe@us-CSP.com from 1st July and information held by
US-CSP will assist the enquiry and will reveal evidence of offences involving indecent
images of children. The content of the communications in Joe@us-CSP.com will also show
who Dave is working with and whether he and his “friend” have had any discussions about
their plans in relation to Victoria.
Preservation of Emails

For EACH EMAIL OR SOCIAL MEDIA ACCOUNT
A preservation request in relation to the above account was made by the [insert relevant
Law Enforcement Agency] and was granted on [insert date] and will expire on [insert
date] and has reference number [insert reference number]

Assistance Requested

See below for major CSPs if not listed see general paragraph on page 85

AOL

[After obtaining any appropriate subpoena, search warrant, court order or other order, to
obtain a witness statement in writing from an administrator at

AOL.com
770 Broadway,
New York City,
New York 10003,
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USA.

setting out all of the [insert if BSI, Transactional Information and/or Content] held by
them relating to the email addresses [insert email address] or [insert AOL and AIM
screen name] for the period commencing [insert date] to the date of preservation including,
but not limited to:

1. Subscriber information:
a. Names, email addresses, and screen names;
b. Addresses;
c. Detailed billing records or records of session times and durations;
d. Length of service (including start date) and types of service utilized;
e. Telephone or instrument number or other subscriber number or identity,
including any temporarily assigned network addresses; and
f.

The means and source of payment for such service (including bank
account or credit card number)

2. All transactional information including:
a. Logs of IP address connections, including dates, times, and time zones
and ANI information made available to AOL;
b. Address books;
c. Buddy lists; and
d. Account history, including contacts with AOL support services and records
of actions taken online by the subscriber or by AOL support staff in
connection with the service
3. The contents of electronic and wire communications held in the above account/s
or screens names identified, including:
a. All electronic and wire communications (including email text, attachments
and embedded files) in electronic storage by AOL, or held by AOL as a
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remote computing service, within the meaning of the Stored
Communications Act;
b. All photos, files, data or information in whatever form and by whatever
means they have been created and stored; and
c. All profiles
4. Any other records and other evidence relating to the requested account.
Such records and other evidence include, without limitation,
correspondence and other records of contact by any person or entity
about the above-referenced account, the content and connection logs
associated with or relating to postings, communications and any other
activities to or through the requested account, whether such records or
other evidence are in electronic or other form.
5. It is requested that these records be produced as exhibits in the statement together with
an explanation of the technical terms used in the records.]

APPLE

[After obtaining any appropriate subpoena, search warrant, court order or other order, to
obtain a witness statement in writing from an administrator at

Apple Inc.
Attention: Privacy and Law Enforcement Compliance
1 Infinite Loop, Cupertino, CA 95014

setting out all of the [insert if BSI, Transactional Information and/or Content] held by
them relating to the email addresses [insert email address] for the period commencing
[insert date] to the date of preservation including, but not limited to:
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a. All records or other information regarding the identification of the account, to include
full name, physical address, telephone numbers, email addresses (including primary,
alternate, rescue, and notification email addresses, and verification information for
each email address), the date on which the account was created, the length of
service, the IP address used to register the account, account status, methods of
connecting, and means and source of payment (including any credit or bank account
numbers);
b. All records or other information regarding the devices associated with, or used in
connection with, the account (including all current and past trusted or authorized iOS
devices and computers, and any devices used to access Apple services), including
serial numbers, Unique Device Identifiers (“UDID”), Advertising Identifiers (“IDFA”),
Global Unique Identifiers (“GUID”), Media Access Control (“MAC”) addresses,
Integrated Circuit Card ID numbers (“ICCID”), Electronic Serial Numbers (“ESN”),
Mobile Electronic Identity Numbers (“MEIN”), Mobile Equipment Identifiers (“MEID”),
Mobile Identification Numbers (“MIN”), Subscriber Identity Modules (“SIM”), Mobile
Subscriber Integrated Services Digital Network Numbers (“MSISDN”), International
Mobile Subscriber Identities (“IMSI”), and International Mobile Station Equipment
Identities (“IMEI”);
c. The contents of all emails associated with the account, including stored or preserved
copies of emails sent to and from the account (including all draft emails and deleted
emails), the source and destination addresses associated with each email, the date
and time at which each email was sent, the size and length of each email, and the
true and accurate header information including the actual IP addresses of the sender
and the recipient of the emails, and all attachments;
d. The contents of all instant messages associated with the account, including stored or
preserved copies of instant messages (including iMessages, SMS messages, and
MMS messages) sent to and from the account (including all draft and deleted
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messages), the source and destination account or phone number associated with
each instant message, the date and time at which each instant message was sent,
the size and length of each instant message, the actual IP addresses of the sender
and the recipient of each instant message, and the media, if any, attached to each
instant message;
e. The contents of all files and other records stored on iCloud, including all iOS device
backups, all Apple and third-party app data, all files and other records related to
iCloud Mail, iCloud Photo Sharing, My Photo Stream, iCloud Photo Library, iCloud
Drive, iWorks (including Pages, Numbers, and Keynote), iCloud Tabs, and iCloud
Keychain, and all address books, contact and buddy lists, notes, reminders, calendar
entries, images, videos, voicemails, device settings, and bookmarks;
f.

All activity, connection, and transactional logs for the account (with associated IP
addresses including source port numbers), including FaceTime call invitation logs,
mail logs, iCloud logs, iTunes Store and App Store logs (including purchases,
downloads, and updates of Apple and third-party apps), messaging logs (including
iMessages, SMS, and MMS messages), My Apple ID and iForgot logs, sign-on logs
for all Apple services, Game Center logs, Find my iPhone logs, logs associated with
iOS device activation and upgrades, and logs associated with web-based access of
Apple services (including all associated identifiers);

g. All records and information regarding locations where the account was accessed,
including all data stored in connection with Location Services;
h. All records pertaining to the types of service used; and
i.

All records pertaining to communications between Apple and any person regarding
the account, including contacts with support services and records of actions taken.

It is requested that these records be produced as exhibits in the statement together with
an explanation of the technical terms used in the records.
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If a device to be unlocked insert

1.

Unlock the [insert device] with the following specification and relevant technical

data: - [insert details as known]

Model:
Revision:
IMEI:
Serial Number:
Unique Device ID:
WiFi Address:
Model Number:
Account Holder:
Email address: ]
Attach any consent see Appendix C

DROPBOX

[After obtaining any appropriate subpoena, search warrant, court order or other order, to
obtain a witness statement in writing from an administrator at:

Dropbox, Inc.
Attn: Legal Department
185 Berry Street, 4th Floor
San Francisco, CA
94107

setting out all of the [insert if BSI, Transactional Information and/or Content] held by
them relating to [insert email address associated with a Dropbox account or a Dropbox
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user ID] for the period commencing [insert date] to the date of preservation including, but
not limited to:

1. Name provided by the user;
2. Email address provided by the user;
3. Time and date of account registration;
4. Type of account;
5. IP address recorded for the last account access;
6. IP addresses recorded for account log ins;
7. Devices associated with an account; and
8. User content, whether in files or otherwise to include, without limitation, correspondence
and other records of contact by any person or entity about the above-referenced
account, the content and connection logs associated with or relating to postings,
communications and any other activities to or through the requested account, whether
such records or other evidence are in electronic or other form.

It is requested that these records be produced as exhibits in the statement together with an
explanation of the technical terms used in the records.]
FACEBOOK

[After obtaining any appropriate subpoena, search warrant, court order or other order, to
obtain a witness statement in writing from an administrator at :

Facebook,Inc.
1601 California Avenue
Palo Alto, CA 94304

setting out all of the [insert if BSI, Transactional Information and/or Content] held by
them relating to the account [insert account] for the period commencing [insert date] to the
date of preservation including, but not limited to:
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a. All subscriber information in respect of the accounts, including, but not limited to,
names, addresses, dates of birth, contact details and any other personal information
supplied by the subscriber such as the means and source of payment for any
service.
b. Any other information held by Facebook which might identify the subscriber
c. All user connection information, including session times and durations and IP
addresses assigned during the relevant period
d. All other account and IP logging information recording account usage from XX to XX
including e-mail and IP addresses of others with whom the account has
corresponded, services utilised and material accessed via the account.
e. All contact lists, address lists, buddy lists or other such data associated with the
account.
f.

Any opened or unopened communications and the content of other stored files
including photographs and video files.

g. The Facebook wall history
h. All wall postings
i.

Details of all deleted wall postings or deleted video postings on the account.

j.

All private communications and messages sent or received.

k. Recover any deleted messages sent or received.
l.

Any other records and other evidence relating to the requested account.

Such

records and other evidence include, without limitation, correspondence and other
records of contact by any person or entity about the above-referenced account, the
content and connection logs associated with or relating to postings, communications
and any other activities to or through the requested account, whether such records or
other evidence are in electronic or other form.
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It is requested that these records be produced as exhibits in the statement together with
an explanation of the technical terms used in the records.]

GODADDY
[After obtaining any appropriate subpoena, search warrant, court order or other order, to
obtain a witness statement in writing from an administrator at:
Compliance Department
GoDaddy.com, LLC
14455 North Hayden Rd., Suite 219
Scottsdale, AZ
85260
setting out all of the [insert if BSI, Transactional Information and/or Content] held by
them relating to the [insert URLs where the hosted content is located] for the period
commencing [insert date] to the date of preservation including, but not limited to:

1. All stored electronic communications and other files reflecting communications
to or from the requested [insert URLs where the hosted content is located]
2. All records and other evidence relating to the subscriber(s), customer(s),
account holder(s), or other entity(ies) associated with the requested [insert
URLs where the hosted content is located] or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and
other contact information, telephone numbers or other number or identity,
billing records, information about the length of service and the types of
services the customer utilized, and any other identifying information, whether
such records or other evidence are in electronic or other form; and
3. The contents held in the above account/s including:
a. All electronic communications (including email text, attachments and
embedded files) in electronic storage by GoDaddy, or held by
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GoDaddy;
b. All photos, files, data or information in whatever form and by whatever
means they have been created and stored.
4. Any other records (including port numbers) and other evidence relating
to the requested URL. Such records and other evidence include,
without limitation, correspondence and other records of contact by any
person or entity about the above-referenced account, the content and
connection logs associated with or relating to postings,
communications and any other activities to or through the requested
URL, whether such records or other evidence are in electronic or other
form.
It is requested that these records be produced as exhibits in the statement together with
an explanation of the technical terms used in the records.]

GOOGLE
[After obtaining any appropriate subpoena, search warrant, court order or other order, to
obtain a witness statement in writing from an administrator at:
Gmail
1600 Amphitheatre Parkway,
Mountain View,
CA 94043,
USA.

setting out all of the [insert if BSI, Transactional Information and/or Content] held by
them relating to the email addresses [insert email address] for the period commencing
[insert date] to the date of preservation including, but not limited to:

1. All stored electronic communications and other files reflecting communications
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to or from the requested account.
2. All records and other evidence relating to the subscriber(s), customer(s),
account holder(s), or other entity(ies) associated with the requested account
including, without limitation, subscriber names, user names, screen names or
other identities, mailing addresses, residential addresses, business addresses,
e-mail addresses and other contact information, telephone numbers or other
subscriber number or identity, billing records, information about the length of
service and the types of services the subscriber or customer utilized, and any
other identifying information, whether such records or other evidence are in
electronic or other form; and
3. All connection logs and records of user activity for the requested account,
including:
a.

Connection date and time;

b.

Disconnect date and time;

c.

Method of connection (e.g., telnet, ftp, http);

d.

User name associated with the connection and other
connection information, including the Internet Protocol address
of the source of the connection;

e.

Telephone caller identification records; and

f.

Connection information for other computers to which the user
of the above-referenced accounts connected, by any means,
during the connection period, including the destination IP
address, connection time and date, disconnect time and date,
method of connection to the destination computer, the
identities (account and screen names) and subscriber
information, if known, for any person or entity to which such
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connection information relates, and all other information
related to the connection from ISP or its subsidiaries.
4. The contents held in the above account/s including:
a. All electronic communications (including email text, attachments and
embedded files) in electronic storage by Google, or held by Google as
a remote computing service, within the meaning of the Stored
Communications Act;

b. All photos, files, data or information in whatever form and by whatever
means they have been created and stored.
5. Any other records and other evidence relating to the requested
account. Such records and other evidence include, without limitation,
correspondence and other records of contact by any person or entity
about the above-referenced account, the content and connection logs
associated with or relating to postings, communications and any other
activities to or through the requested account, whether such records or
other evidence are in electronic or other form.

For YouTube accounts:
1. The subscriber details provided by the YouTube user [insert account
address], including any email/postal addresses, full name, profile
picture and telephone number or other contact method (where
available).
2. The IP login history including creation IP for the account [insert
account address]
3. Any login geo-location data held by Google for the user of account
[insert account address]
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4. Any videos posted by the user of account [insert account address] on
to YouTube
5. Comments posted by the user of account [insert account address]
6. Private messages held in the inbox of YouTube user [insert account
address]

It is requested that these records be produced as exhibits in the statement together with
an explanation of the technical terms used in the records.]

GRINDR

[After obtaining any appropriate subpoena, search warrant, court order or other order, to
obtain a witness statement in writing from an administrator at:

Grindr, LLC
6725 Sunset Blvd, Suite 110
Los Angeles CA 90028-7163
facsimile: 1-310-919-1228
email: legal@grindr.com

setting out all of the [insert if BSI, Transactional Information and/or Content] held by
them relating to the email addresses [insert email address registered to Grindr account]
for the period commencing [insert date] to the date of preservation including, but not limited
to:
1. Information related to the user‟s Grindr profile
2. Day/time of last activity using the app
3. Geographical location as of the last time the user launched the app
4. Subscription purchase information
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5. Chat messages (available in limited circumstances)

It is requested that these records be produced as exhibits in the statement together with an
explanation of the technical terms used in the records.]

INSTAGRAM

[After obtaining any appropriate subpoena, search warrant, court order or other order, to
obtain a witness statement in writing from an administrator at :

Attn: Instagram Law Enforcement Response Team
1601 Willow Road
Menlo Park, CA 94025

setting out all of the [insert if BSI, Transactional Information and/or Content] held by
them relating to the email addresses [insert email address] for the period commencing
[insert date] to the date of preservation including, but not limited to:

1. Subscriber name, phone number, account creation date, email address
and a signup IP address
2. Photographs, photo captions and other electronic communications in
addition to basic subscriber information in paragraph 1 above
3. Stored contents of any account, which may include messages, photos,
comments and location information
4. Any other records and other evidence relating to the requested account.
Such records and other evidence include, without limitation,
correspondence and other records of contact by any person or entity about
the above-referenced account, the content and connection logs associated
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with or relating to postings, communications and any other activities to or
through the requested account, whether such records or other evidence
are in electronic or other form.

It is requested that these records be produced as exhibits in the statement together with
an explanation of the technical terms used in the records.]

LINKEDIN

[After obtaining any appropriate subpoena, search warrant, court order or other order, to
obtain a witness statement in writing from an administrator at :
LinkedIn Corporation
ATTN: Legal Department
2029 Stierlin Court
Mountain View, CA 94043
USA

setting out all of the [insert if BSI, Transactional Information and/or Content] held by
them relating to the account [insert account] for the period commencing [insert date] to the
date of preservation including, but not limited to:

a. Email address;
b. Member Identification number;
c. Date and time stamp of account creation;
d. Billing information;
e. IP logs (to include) the LinkedIn Member ID accessing the account; the source IP
address; the date the account was accessed; the number of times the linkedin.com
website was accessed by that account
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f.

Snapshot of Member Profile Page (to include) Profile Summary of : Experience,
Education, Recommendations, Groups, Network Update Stream, User profile photo

g. Any other records and other evidence relating to the requested account. Such
records and other evidence include, without limitation, correspondence and other
records of contact by any person or entity about the above-referenced account, the
content and connection logs associated with or relating to postings, communications
and any other activities to or through the requested account, whether such records or
other evidence are in electronic or other form.

It is requested that these records be produced as exhibits in the statement together with
an explanation of the technical terms used in the records.]
MICROSOFT

[After obtaining any appropriate subpoena, search warrant, court order or other order, to
obtain a witness statement in writing from an administrator at :

Microsoft Corporation
1065 La Avenida,
Mountain View,
CALIFORNIA 09043

setting out all of the [insert if BSI, Transactional Information and/or Content] held by
them relating to the email addresses [insert email address] for the period commencing
[insert date] to the date of preservation including, but not limited to:

1. All subscriber information in respect of the account, including, but not limited to, names,
addresses, dates of birth, contact details and any other personal information supplied by
the subscriber such as the means and source of payment for any service.
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2. Telephone or instrument number or other subscriber number or identity, including any
temporarily assigned network addresses.
3. All user connection information, including session times and durations and IP addresses
assigned during the relevant period
4. All other account and IP logging information recording account usage during the relevant
period including e-mail and IP addresses of others with whom the account has
corresponded, services utilised and material accessed via the account.
5. All contact lists, address lists, buddy lists or other such data associated with the account.
6. Any opened or unopened communications and the content of other stored files.
7. Any other records and other evidence relating to the requested account.
Such records and other evidence include, without limitation,
correspondence and other records of contact by any person or entity
about the above-referenced account, the content and connection logs
associated with or relating to postings, communications and any other
activities to or through the requested account, whether such records or
other evidence are in electronic or other form.

It is requested that these records be produced as exhibits in the statement together with
an explanation of the technical terms used in the records.]

SNAPCHAT

[After obtaining any appropriate subpoena, search warrant, court order or other order, to
obtain a witness statement in writing from an administrator at :

SnapChat Inc.
Custodian of Records
Snapchat Inc.
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PO BOX 1784
Pacific Palisades,
CA 90272
USA

setting out all of the [insert if BSI, Transactional Information and/or Content] held by
them relating to the account [insert account] for the period commencing [insert date] to the
date of preservation including, but not limited to:

a. Snapchat Username
b. Email address
c. Phone Number
d. Facebook account synced
e. Log of the last 200 Snaps sent and received
f.

Snapchat account creation date

g. Any unopened Snaps
h. Any other records and other evidence relating to the requested
account. Such records and other evidence include, without limitation,
correspondence and other records of contact by any person or entity
about the above-referenced account, the content and connection logs
associated with or relating to postings, communications and any other
activities to or through the requested account, whether such records
or other evidence are in electronic or other form.

It is requested that these records be produced as exhibits in the statement together with an
explanation of the technical terms used in the records.]
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TWITTER

[After obtaining any appropriate subpoena, search warrant, court order or other order, to
obtain a witness statement in writing from an administrator at :

Twitter, Inc.
c/o Trust & Safety - Legal Policy
1355 Market Street, Suite 900
San Francisco, CA 94103
(attn: Trust & Safety - Legal Policy)

setting out all of the [insert if BSI, Transactional Information and/or Content] held by
them relating to the account [insert username and URL] for the period commencing [insert
date] to the date of preservation including, but not limited to:

1. Account information for each specified Twitter account as supplied on creation,
including but not limited to date of inception, any names, addresses, dates of birth
and any email address/es used by the account holder(s), profile photo, header photo,
background image, bio and status updates.
2. Any log in information for all accounts including dates and times and most importantly
IP addresses which have been used to access the accounts on each occasion.
3. Details of any tweets from the above username sent to username [insert username
and URL] including any pictures attached to the said tweets.
4. Any created or shared videos
5. Any uploaded, created or shared photographs
6. Any other records and other evidence relating to the requested account. Such
records and other evidence include, without limitation, correspondence and other
records of contact by any person or entity about the above-referenced account, the
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content and connection logs associated with or relating to postings, communications
and any other activities to or through the requested account, whether such records or
other evidence are in electronic or other form.

It is requested that these records be produced as exhibits in the statement together with
an explanation of the technical terms used in the records.]

WORDPRESS

[After obtaining any appropriate subpoena, search warrant, court order or other order, to
obtain a witness statement in writing from an administrator at :

Automattic Inc.
132 Hawthorne St.
San Francisco, CA 94107
Attn: General Counsel

setting out all of the [insert if BSI, Transactional Information and/or Content] held by
them relating to the article [insert article name and URL ], but not limited to:

1. The author of the article or any other such person associated with the said article
posted on the internet namely wordpress.com/automatic on or around [insert date] is
identified by way of their:

a.

The date the article was posted on the internet;

b.

First name, last name, and phone number (if a user elects to provide this
information).

c.

The email address that is currently assigned to a site owner.
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d.

The IP address from which a site was created.

e.

The date and time (UTC) at which a site was created.

f.

Physical address (if user has registered a custom domain through
WordPress.com).

g.

The PayPal transaction information for any upgrades that are purchased for a
site (this does not include credit card or bank account information, but may
include country code or postal code).

h.

IP address and user-agent for a post or revision on a site.

i.

Email address and IP address for a comment posted on a site

j.

Any other records and other evidence relating to the requested
site. Such records and other evidence include, without
limitation, correspondence and other records of contact by any
person or entity about the above-referenced site, the content
and connection logs associated with or relating to postings,
communications and any other activities to or through the
requested site, whether such records or other evidence are in
electronic or other form.

It is requested that these records be produced as exhibits in the statement together with
an explanation of the technical terms used in the records.]

YAHOO

[After obtaining any appropriate subpoena, search warrant, court order or other order, to
obtain a witness statement in writing from an administrator at :

Yahoo Inc.!
Compliance Team
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701 First Avenue
Sunnyvale,
Mountain View,
CALIFORNIA 94089

setting out all of the [insert if BSI, Transactional Information and/or Content] held by
them relating to the email addresses [insert email address] for the period commencing
[insert date] to the date of preservation including, but not limited to:

1. All subscriber information in respect of the account, including, but not limited to:
a. names, addresses, dates of birth, contact details and any other personal
information supplied by the subscriber such as the means and source of payment
for any service.
b. IP addresses and port numbers associated with log-ins to a user account

2. For Yahoo! Mail:
a. Any content of emails available in the user‟s mail account, including the IP
address of the computer used to send the mail
b. Any attachments, photos and contact lists
c. Any draft emails
d. Any available deleted emails
e. Any other records and other evidence relating to the requested account. Such
records and other evidence include, without limitation, correspondence and other
records of contact by any person or entity about the above-referenced account,
the content and connection logs associated with or relating to postings,
communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.
3. For Yahoo! Chat/Messenger:
a. Friends list
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b. Time, date and IP address for Chats and Messenger use
c. Archives of messenger communications
d. Archives of web Messenger communications
4. For Yahoo! Groups:
a. Members list, email addresses of Members and date when Members joined the
Group
b. Information about Group Moderators
c. Contents of the files, attachments, photos and Messenger sections
d. Group activity log describing when Members subscribe and unsubscribe, post or
date files and other relevant events
5. Yahoo! Geocities, Domains, Web-hosting and Stores:
a. Active files user has uploaded to the website and date of file upload
b. Transactional data for stores
6. Yahoo! Flickr:
a. Contents in Flickr account and comments on other users photos
b. IP address and timestamp of content uploaded to account
c. Flickr Groups to which a user belongs and Group content

7. Yahoo! Profiles:
a. Contents of a user‟s profile
b. Time, date and IP address logs of content added

It is requested that these records be produced as exhibits in the statement together with
an explanation of the technical terms used in the records.]
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[If CSP not listed above use the following

After obtaining any appropriate subpoena, search warrant, court order or other order, to
obtain a witness statement in writing from an administrator at :

Insert Address of CSP
setting out all of the [insert if BSI, Transactional Information and/or Content] held by
them relating to the account [insert username or email address] for the period
commencing [insert date] to the date of preservation including, but not limited to:

For Basic Subscriber Information:
1.

The subscriber's account or login name;

2.

The subscriber's name and street address;

3.

The subscriber's telephone number or numbers;

4.

The subscriber's email address;

5.

The Internet Protocol (IP) address used by the subscriber to register the account
or otherwise initiate service;

6.

All IP addresses used by the subscriber to log into the account;

7.

Session times, dates and durations; and

8.

Any other information pertaining to the identity of the subscriber, including, but not
limited to billing information (including type and number of credit cards, student
identification number, or other identifying information).

For Transactional Information:
Connection information for other systems to which user connected via the email account
(or into the web host account) including:
1. Connection destination or source of connection;
2. Connection time and date;
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3. Disconnect time and date;
4. Method of connection to system (e.g., telnet, ftp, http);
5. Data transfer volume (e.g., bytes); and
6. Any other relevant routing information;
7. Source or destination of any electronic mail messages sent from or received by the
account (known as the header of the email or the “To” and “From” fields), and the
date, time, and length of the message;
8. Information pertaining to any image(s) or other documents uploaded to the account
(or the website), including the dates and times of uploading, and the sizes of the files
but not including the contents of such files;
9. Name and other identifying details of individuals that accessed a specific
image/file/web page between a specified period of time, on a specified date

For Content
1. Any content of emails/messages available in the user‟s mail account, including the IP
address of the computer used to send the mail/message;
2. Any attachments, photos and contact lists;
3. Any draft emails;
4. Any available deleted emails;
5. Any other records and other evidence relating to the requested account. Such
records and other evidence include, without limitation, correspondence and other
records of contact by any person or entity about the above-referenced account, the
content and connection logs associated with or relating to postings, communications
and any other activities to or through the requested account, whether such records or
other evidence are in electronic or other form.
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For Forensic Image:
1. To obtain a forensic image of the server [describe – IP Address/Net Name/Owner]
2. To provide all of the customer records, data and information that is held about any
customer who has rented the server as listed on above. This should include: a. Full account holder details
b. When the account was opened
c. Any linked accounts
d. The method and details of payments
e. All communication addresses or identification details held or registered against the
account OR linked accounts
f.

All telecommunication numbers and email accounts given by the account holder

g. Any customer service logs held in relation to the servers
h. All email or other recorded communication held between the account holder and
host company
3. To provide all „NetFlow data‟ for the servers (NetFlow data covers IP network traffic,
comprising details of which other IP addresses are contacting servers and which they
are contacting).
4. To provide all IP log in history for the servers in question

It is requested that these records be produced as exhibits in the statement together with
an explanation of the technical terms used in the records.]

Insert for all requests

It is further requested that:
1. Such other enquiries are made, persons interviewed and exhibits secured as appear to
be necessary in the course of the investigation
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2. Any records are produced as exhibits in any statements together with an explanation of
the technical terms used in the records.
3. Any information held on computer in any form be preserved and secured from
unauthorised interference and made available to the investigating officers and the …..
Prosecution Service for use at any subsequent trial.
4. Any material provided to me pursuant to this request may be used in any criminal
prosecution or other judicial proceedings connected with this matter, including any other
restraint or confiscation proceedings and ancillary proceedings relating thereto including
proceedings relating to any breaches of, variation of, reassessment of, or enforcement of
court orders.
5. The above enquiries are made and that permission be given for the original or signed
and certified copies of any statements made and documents or other items secured
during the course of the enquiries to be removed to the ….. for use in any criminal
proceedings, trial, confiscation and enforcement proceedings.
Form which it is Requested Evidence is Taken

Confirm domestic format
Reciprocity

I confirm that the assistance requested above may be obtained under current …… law if in a
like case a request for such assistance were made to the authorities in ……...
Transmission of Documents

It is requested that any documents or other correspondence are sent to me at the above
address and that you notify me as to any need to return any documents at the conclusion of
the proceedings in ………...
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Contacts

The appropriate person to contact in the event of any query about this request is the case
lawyer

Name:

[insert name of Prosecutor]

Address:

[insert]

Email:

[insert]

Direct telephone number: +44 (0) [insert]
Fax number: +44 (0) [insert]

or the Investigator [insert name], on telephone number: +44 (0) [insert] or by e-mail at
[insert].

I would be grateful if you would keep the case lawyer and Investigator generally informed as
to the progress of this request.

I extend my thanks in anticipation of your valued co-operation and assistance in this matter.

Yours faithfully,
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CONSENT TO AND AUTHORIZATION OF APPLE‟S ASSISTANCE
IN CONNECTION WITH iOS INFORMATION ACCESS
I, ______________________________, (“Administrator” or “me” or “I”) consent to
and authorize Apple Inc. (“Apple”) to provide reasonable technical assistance in the instance
where the iOS Device is in reasonable working order and has been locked via passcode
protection, to enable me to obtain access to unencrypted data “Data” on the Device that is
the subject of this consent and authorization and is specifically described below (“iOS
Device”). Such reasonable technical assistance consists of, to the extent possible, extracting
data from the Device, copying the data from the Device onto an external hard drive or other
storage medium, and returning the aforementioned storage medium to me. To the extent
that data on the iOS Device is encrypted, Apple may provide a copy of the encrypted data to
me but Apple is not required to attempt to decrypt or provide any tools for decrypting
encrypted data.
The iOS Device that is the subject of this consent and authorization is described as
follows:
Model: _____________________________
Telephone number: _____________________________
Serial number: _____________________________
FCC ID: _____________________________

97

By signing below, I confirm that I am [ADD IF NEXT-OF-KIN CONSENT the
administrator of the estate for] the authorized user of this iOS Device, [INSERT NAME OF
AUTHORIZED USER].
[ADD IF NEXT-OF-KIN CONSENT A certified copy of the death certificate is attached
hereto].
I affirm, that in accordance with the laws of the United Kingdom, I have the legal authority to
consent to and authorize Apple to provide technical assistance in connection with the
attempt to access data from this iOS Device.
Further, in connection with my consent to and authorization of Apple to provide reasonable
technical assistance to extract data from the iOS Device, I agree to hold Apple harmless,
and do forever hold Apple harmless, for the provision of the aforementioned assistance, and
do forever waive on my behalf, and on behalf of my heirs and assigns, any and all claims
resulting from Apple‟s provision of such assistance.
Apple, its officers, directors, employees, subsidiaries, affiliates, agents, suppliers and
contractors (collectively, the “Apple Parties”) will have no liability of any kind for any claims,
losses, actions, damages, suits, or proceedings resulting from the aforementioned technical
assistance. I agree to defend, indemnify, and hold the Apple Parties harmless from and
against any and all third party claims, demands, suits, actions, judgments, losses, costs,
damages (direct, indirect and consequential), attorney‟s fees and expenses that Apple may
sustain or incur in whole or in part by reason of Apple‟s provision of said technical
assistance.
By signing below in the presence of a Notary Public I am affirming under oath the truth and
accuracy of the above statements.
CONFIRMED AND AGREED TO BY:
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_________________________________________________

Printed Name: ______________________________________

Date: ________________________

Address __________________________________________.

On__________before me,
_____________________________________________________,
Date

Name and Title

Personally
Appeared__________________________________________________________,
Signature(s) of Signer(s)

[ADD IF NEXT-OF-KIN CONSENT who proved to me on the basis of satisfactory evidence
to be the administrator of the decedent whose name is subscribed to the within instrument
and acknowledged to me that he executed the same in his authorized capacity, and that by
his signature on the instrument the person, executed the instrument.
I certify that the foregoing paragraph is true and correct.]
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WITNESS by hand and official seal.

Place Notary Seal Above

Signature:__________________________________________
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Authorization and Consent to Release Records
I, __________________________________, am the subscriber of an email address with AOL
Inc. (“AOL”) bearing the screen name:
________________________________________
I hereby grant my consent authorizing _______________________________________ to
receive, review, copy and otherwise utilize, as that person or organization deems appropriate, all
records of any kind provided by AOL relative to my account.
I hereby authorize AOL to provide to that person or organization the following records
relative to my account:
All of the records listed on this form
[Or, check only specific records below:]

□

□
□
□
□
□
□
□

Basic subscriber information *
IP connection logs & ANI info
Buddy List
AOL Address book
Account History Notes
Content of all electronic mail
Other______include any deleted emails_______
* including but not limited to name, address, phone numbers, screen names, records of session dates & times, start & end
dates of service, account balance, credit card or bank account number

Pursuant to this Authorization and Consent, I hereby agree to hold harmless and do forever
hold harmless AOL for the disclosure of such records and do forever waive, on my behalf and on
behalf of all my heirs or assigns, any and all claims arising, in whole or in part, out of AOL’s
disclosure of records relative to my account(s) pursuant to this Authorization and Consent.
I hereby indemnify AOL against any and all claims or causes of action arising, in whole or in
part, out of AOL’s disclosure of records relative to my account(s) pursuant to this Authorization and
Consent.
_________________________________________
Member Signature & Printed Name

_____________
Date

_________________________________________
Notary Signature, Printed Name and Seal

_____________
Date

 Please email this completed form to Karen.vukson@teamaol.com from the account for which you
are seeking information. Include in the email the contact information for the person to whom the
information should be released.
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Authorization and Consent to Release Records from a Paid or Formerly
Paid Account
I, __________________________________, am the primary account holder of one or more
accounts with AOL Inc. (“AOL”) bearing the screen names:
________________________________________

I hereby grant my consent authorizing _______________________________________ to
receive, review, copy and otherwise utilize, as that person or organization deems appropriate, all
records of any kind provided by AOL relative to my account(s), including any alternate screen names
or subaccounts.
The account was or is a paid account, and the subscriber information, address and on the
account is:
___________________________________________________________________________
I hereby authorize AOL to provide to that person or organization the following records
relative to my account(s), including any alternate screen names or subaccounts:
All of the records listed on this form
[Or, check only specific records below:]

□

□
□
□
□
□
□
□

Basic subscriber information *
IP connection logs & ANI info
Account histories
Buddy lists
AOL Address book
Content of all electronic mail
Other___________________________
* including but not limited to name, address, phone numbers, screen names, records of session dates & times, start & end
dates of service, account balance, credit card or bank account number

Pursuant to this Authorization and Consent, I hereby agree to hold harmless and do forever
hold harmless AOL for the disclosure of such records and do forever waive, on my behalf and on
behalf of all my heirs or assigns, any and all claims arising, in whole or in part, out of AOL’s
disclosure of records relative to my account(s) pursuant to this Authorization and Consent.
I hereby indemnify AOL against any and all claims or causes of action arising, in whole or in
part, out of AOL’s disclosure of records relative to my account(s) pursuant to this Authorization and
Consent.
_________________________________________
Member Signature & Printed Name

_____________
Date

_________________________________________
Notary Signature, Printed Name and Seal

_____________
Date

 Please fax this form to (703) 265-2305.
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Yahoo Consent to Search and Account Verification

I, ___________________________ the account holder of the Yahoo account with Yahoo ID
_____________________@yahoo.com, understand that my account information is being
sought by legal process. I hereby give my express consent and authorization to
______________________________________________ to receive, review, copy, and
otherwise obtain access to all information of any kind held by Yahoo relating to my account,
including but not limited to information about my identity, my online activities and the
contents of all electronic files and communications maintained by Yahoo related to me or my
Yahoo ID.

I further consent, authorize, and request Yahoo disclose the following specific information:
_________________________________________________________________________
_________________________to:
Name:
______________________________________________________________________
Agency:
______________________________________________________________________
Address:
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City, State, Zip:
______________________________________________________________________

In connection with this consent and authorization to release information, I do hereby agree to
hold harmless and do forever hold harmless Yahoo for the disclosure of such information
and do forever waive on my behalf, and on behalf of my heirs and assigns, any and all
claims resulting from Yahoo's disclosure of any information relating to my account pursuant
to this consent and authorization.

I understand that my consent and authorization is subject to Yahoo verifying my identity by
matching the information provided below in Parts 1 and 2 to the information Yahoo has on
record for my Yahoo account. I also understand that the terms of this consent and
authorization are not subject to modification.

Part 1
My login name/Yahoo ID is

__________________________________________

My Yahoo e-mail address is

__________________________________________

My alternate e-mail address is __________________________________________
My city, state and zip are

__________________________________________

My gender is

__________________________________________

Part 2
Next, at a minimum, please complete two of the following three sections.

(a) The birth date I provided is __________________________________________
(b) Secret Question 1: __________________________________________________
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Answer to Secret Question 1: _________________________________________
(c) Secret Question 2: __________________________________________________
Answer to Secret Question 2: _________________________________________

_____________________________________
_________________________
Yahoo user‟s signature

Date
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Comms Data LoR Checklist

Operation Name
Defendant/s

1.
2.
3.
4.
5.

Reference
Have alternatives to an LoR

Can the evidence requested be obtained through informal

been assessed by the

assistance

prosecutor

Yes

No

If No confirm reasons:

Is there or has there been a US investigation allowing
sharing of evidence on a law enforcement to law
enforcement basis
Yes

No
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Can content be obtained through user consent OR voluntary
production from the CSP
Yes

No

Can user download own content (i.e. Facebook and Google
Takeout)
Yes

Correct Treaty Reference

Yes

Urgency

No

No

Is this an Urgent LoR

If an urgent request provide

Yes

No

details of why (e.g. imminent
trial date, facts included to If Yes are there sufficient reasons stated in the LoR
support serious risk of harm)
and

any

dates

when

Yes

No

the

evidence is required by.

Confirm further detail required if insufficient reasons:

Confidentiality
If notification to the account Required
holder and/or disclosure (i.e.

Yes

No

sealing) of the application to the Are reasons clearly included to justify confidentiality
public

would

prejudice

the

Yes

No
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investigation
section

and

–

include
reasons

this Is the correct paragraph used:
why In order not to prejudice the investigation, I request that no

notification and/or disclosure to person (including any of the above subjects) is notified by
the public would hamper the the competent authorities in your country of the existence
investigation e.g. destruction of and contents of this Letter of Request and any action taken
evidence or suspect would flee.
Please

note

that

if

in response to it. I further request that action is taken to

the ensure that any person from whom evidence is sought does

application is sealed this will be not so notify any other person.
limited to 2 years and further If the above subjects or an associated party became aware
grounds

will

have

to

provided to extend.

be of the existence of sensitive material, namely [identify the
sensitive material – either the entire request or confirm
the relevant part] or of action taken in response to it, it is
reasonably justifiable to believe that disclosure of the fact of
an investigation to the subjects will result in [insert as
appropriate destruction of evidence as supported by
[describe conduct in support i.e. deletion of accounts];
disclosure of the identity of the confidential informant has the
potential to place his life in danger or risk of serious injury
[describe conduct in support i.e. if informant close to
subject and subject has a history of violence] ]
If it is not possible to preserve confidentiality in the above
manner, please notify me prior to executing this Letter of
Request.
Yes

Purpose of the Request

No

Is this set out clearly i.e. insert type of evidence e.g. content
of emails from Google or live time non-content (Pen Register)
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Yes

No

Does the LoR state that the evidence will be for use in the
prosecution (including any related restraint, confiscation and
enforcement proceedings and any related ancillary
proceedings)
Yes

No

Are all subjects listed:
Yes

No

With:
Full name
Yes

No

Date of Birth
Yes

No

Place of Birth
Yes

No

Nationality
Yes

No

If subject details not known is there sufficient information
provided (for example IP address, hosting company, email
address, username)
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Yes

No

Confirm further details required:

Law

Are the offences each suspect/defendant has been charged
with listed
Yes

No

N/A

If pre-charge are the offences being investigated listed
Yes

No

N/A

Is the relevant section and statute listed for each offence
Yes

No

Is the maximum sentence for each offence provided
Yes

No

Is the relevant statute for each offence provided in an annex
to the LoR
Yes

No

Do the offences have a maximum sentence of more than 12
months to satisfy US de minimis requirements
Yes

No

Factual Summary

Is there a brief chronology of the investigation/proceedings to

The summary of facts must be

date (i.e. insert when arrested, charged, and when any trial
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relevant to the required
assistance. Therefore provide

date is fixed if known).
Yes

No

facts to show a crime has been
committed but not a summary

If only Basic Subscriber Information (BSI) requested has an

of the complete investigation.

attempt been made secure the evidence (see Guide at Part

You must include those facts

2 paragraph 4)

that are relevant to the

Yes

No

N/A

evidence required. Also confirm
the source of any supporting

If No confirm reasons:

facts .

If LoR required is there sufficient supporting information to
show that BSI is relevant and related to the offences being
investigated/prosecuted (see Guide at Part 3 paragraph 3.1)
Yes

No

N/A

If only transactional Information requested has an attempt
been made to secure the evidence (see Guide at Part 2
paragraph 4)
Yes

No

N/A

If No confirm reasons:

If LoR required is there sufficient supporting information to
show that transactional information is relevant and material
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(specify date range – with justification why relevant and
material to investigation) (see Guide at Part 3 paragraph 3.5
or for live time Part 3 paragraph 4)
Yes

No

N/A

If an LoR is required for content has the author:

Provided facts to attribute each account to the user
Yes

No

If answered No - list accounts where attribution is still
required:

Probable Cause (see Guide at Part 3 paragraph 3.7)
Note: If multiple accounts requested confirm for each
account)

Detailed the type of content to be seized (e.g., an email
communication)
Yes

No

Provide the reason why the content is relevant to the criminal
offence being investigated.
Yes

No

Provide specific facts of the types of communications or
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specific examples supporting the belief that the evidence
(content) sought will be found among the records of the
Communication Service Provider
Yes

No

Provide specific facts and their source to support the belief
that the evidence (content) relates to a crime.
Yes

No

If source of information has a criminal record or is
anonymous – has further information been provided to show
credibility and reliability
Yes

No

N/A

If a child exploitation investigation/prosecution and images
uploaded provide a description of at least three of the
images and confirmation that the child is a minor (in U.S law
i.e. under 18) (see Guide Part 3 paragraph 3.9)
Yes

No

N/A

Has the date range for content been provided and justified
on the facts (i.e. probable cause for the dates requested)
Yes

No

If there are any relevant consents have these been included
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in an annex
Yes
Preservation
If an account isn‟t preserved

No

N/A

Are all relevant accounts preserved
Yes

No

there will be no certainty there
is evidence to seize and the
LoR will not be executed.

Is the date of preservation included
Yes

No

The preservation reference is
needed so the relevant court
process matches the CSP

Is the expiry date of preservation included
Yes

No

account and the evidence
required.

Is the reference number of preservation included
Yes

Assistance Requested

No

Is a paragraph included to confirm the following:
After obtaining any appropriate subpoena, search warrant,
court order or other order, to obtain a witness statement in
writing from an administrator at [insert CSP]
Yes

No

Is the correct address of the CSP included
Yes

No

Is the username/URL/email account/social media account
confirmed
Yes

No
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Is the required date range confirmed
Yes

No

Is the required date range correct?
Yes

No

If no confirm reasons:

Does the LoR confirm what type of stored evidence is
required for each account (i.e. BSI and/or transactional
and/or content)?
Yes

No

Does the list of required evidence list the evidence required
for each account according to what is available from each
CSP(see Appendix A of the Guide for precedent paragraphs
for each)
Yes

No

If No confirm evidence that still needs to be requested:

Is there a catchall paragraph re any other enquiries and
preservation of evidence (see Annex A of the Guide for
precedent paragraph)
Yes
Form in which evidence is
requested

No

Is the information provided sufficient for admissibility
Yes

No
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Reciprocity

Is the following standard paragraph included:
I confirm that the assistance requested above may be
obtained under current …. law if in a like case a request for
such assistance were made to the authorities in …..
Yes

Transmission of Evidence

No

Is the following standard paragraph included:
It is requested that any documents or other correspondence
are sent to me at the above address and that you notify me
as to any need to return any documents at the conclusion of
the proceedings in the …..
Yes

No
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