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Introduction 
Providing effective representation for criminal defendants in the Digital Age means criminal 
defense attorneys and investigators must be familiar with gathering and interpreting digital 
evidence.  The defense community must have the knowledge and training to assess the potential 
damaging evidence collected by law enforcement and to conduct their own independent 
investigation.  Criminal defense investigators should be familiar with the best practices and 
ethical considerations for its collection and use, while defense attorneys must be 
knowledgeable with potential discovery and admissibility approaches and concerns as well as 
the ethical issues.  This paper is intended to highlight these critical areas and to provide 
criminal defense investigators and attorneys with a standardized method to effectively assess, 
establish a knowledge baseline, and collect digital evidence based on the best practices.  

 

                    Effective representation begins with early case assessment. 

Nature and Behavior of Digital Evidence 
This paper addresses the time-sensitive and fragile nature of digital evidence and the           
consequent need for early case assessment.  Identified are some of the most common time- 
sensitive sources of digital evidence and the best approach using a standardized Digital         
Evidence Case Assessment Method (DECAM). 

 

Alibi video from the corner store won’t last more than a month. 

Digital Evidence Case Assessment Method (DECAM) 
This paper also outlines the practical applications of using DECAM to triage for time-
sensitive digital evidence and identify the areas that need early case assessment.  Outlined 
are the best practices to ensure the proper handling and collection of digital evidence as 
well as insight into the methods to evaluate the digital evidence presented by law 
enforcement. 

DECAM was developed for public defenders and the defense community to reduce pre‐trial 
incarceration and prevent future wrongful convictions in cases involving digital evidence.  Its 
dual role was also designed to provide a reliable method for post-conviction review where 
digital evidence was a deciding factor; later becoming the genesis for the first ever Digital 
Evidence Innocence Initiative www.digitalinnocence.com.  

DECAM provides a comprehensive framework of uniformed standards, quality principles and 
best practices for the assessment, preservation, collection, and use of digital evidence.  The 
comprehensive materials consist of workflow guides, printable check lists, forms, templates, 
requests, motions, evidence receipts and logs, along with the latest cellular provider retention 
schedules, internet and social media subpoena guides, and other critical resources.   

http://www.digitalinnocence.com
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Where Digital Evidence Can Be Found? 
The simplest approach in searching for potential digital evidence is to understand that the 
data will reside within the device that created, transmitted or stored it.  It will also be found 
in the service provider records used to facilitate the transmission or storage, such as cellular 
service provider records or in the servers in the cloud of the social media sites used to handle 
the data.  Often overlooked are backup files which are essentially a snapshot in time, and this 
information may be found on the cloud or a computer.  For missing cell phones or cell data, a 
backup represents the best chance of recovering this critical evidence.  Also, hidden data can 
exist within installed third-party applications, such as a texting application that can be a  
valuable source of digital evidence. 

What is Digital Evidence? 
Digital evidence is information stored or transmitted in binary form that may be relied on in 
court.  Digital evidence has a wider scope, can be more personally sensitive, is mobile ,and 
requires different training and tools compared with other physical evidence.  With advances 
in technology, digital evidence can be found in more places, such as social media, video 
systems, vehicles or personal devices.  Digital evidence also contains metadata.  Metadata is 
the data about data and can be a critical part of the investigation.   

Why Metadata Is Important? 
Metadata shows the creation, access, and modified dates and times.  Using specific tools, 
some documents can show the author or creator of the data, the number of revisions it 
underwent, and the last time it was printed.  Digital image files contain a detailed form of 
metadata called Exif data that requires forensic extraction.  Exif data can reveal the device the 
picture was taken with, as well as the date, time, and the location of where it was taken.  For 
example, if you have an iPhone with location services enabled on the camera, every picture 
you take will hold the GPS location data of where that picture was taken.  Metadata and Exif 
data are critical components included in the collection of digital evidence and every effort 
must be made to identify and preserve it.   

 

Metadata shows the dates and times that files were created, accessed, or modified. 
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Assessment 
With all the different sources of potential digital evidence, finding them all and keeping it 
organized can be a challenge.  Using assessment worksheets to identify and track sources of 
digital evidence organizes the information and allows the investigator to triage time-sensitive 
items.  Following a documented method ensures reliability in the process, representing an 
effective minimum standard to follow.  Worksheets identify and track digital signatures from 
the accused and their associates, the involved parties and their associates, law enforcement, 
and sources around the scene itself.  

The ABC’s of DECAM 
A repeatable method to manage all the different sources of digital evidence ensures 
reliability and effectiveness.  The ABC approach of assess, baseline and collect guides the 
investigator through the process.  The assessment component provides worksheets and 
flowcharts to identify, locate and triage the most time-sensitive data and prevent spoliation.  
The baseline aspect provides worksheets that capture a reliable record of the basic 
information needed to access the devices or sources.  The collection section provides 
investigators with the framework to combine the information gathered during assessment 
with the best practices to ensure as much of the digital evidence is collected in 
accordance with the standards. 

Baseline 
After identifying all the different digital sources, more information will be needed to access 
this evidence.  For example, in order to access locked cell phones or social media pages the 
password and login credentials will be needed.  Sometimes the person’s cell service provider 
will need to be identified to request the records, as well as login credentials to get the 
available online billing records.  Obtaining the login credentials and consent of witnesses and 
involved parties may also be needed.  The assessment worksheets track and consolidate this 
information and keep it organized so it can be collected.  The importance of the baseline 
process can not be overemphasized when it comes time to access the data. Worksheets help 
guide the investigator in obtaining all the baseline information that will be needed to access 
the digital evidence. 

Collect 
Collecting digital evidence from various sources for multiple individuals can be complicated.  
The collection component provides the most current retention schedules, subpoena guides, 
sample preservation letters, motion templates, consent and evidence tracking forms needed 
to request, preserve or subpoena the digital evidence with evidence tracking forms that     
establish the proper chain of custody.  
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Time-Sensitive Digital Evidence 
Some of the best digital evidence is time-sensitive and the clock starts running from the time 
the incident occurs or even before.  For example, surveillance video from a convenience 
store is generally only maintained for 30 days at most.  The retention period for location data 
from cellular service providers can vary from 180 days or less.  Deleted data will eventually 
be overwritten, which prevents any type of forensic recovery.  The time in which this deleted 
data can be recovered varies depending on the usage of the device from which the data was 
deleted.  The ability to forensically recover some deleted data may be gone within a couple 
of weeks to a month.  Digital evidence from social media presents its own time-sensitive 
challenges because a tweet or a post may be deleted before the defense team is involved.  In 
this digital age, effective representation begins with early case assessment.  If not conducted 
within the first 30 days of the incident the chances of recovering video, location data or 
social media evidence are drastically reduced.  Even when delayed involvement occurs, 
effective representation requires early case assessment for digital evidence. 

Overcoming Time-Sensitive Data Collection Issues 
The most effective way to deal with time-sensitive data is to conduct an early case  
assessment, which begins with the involvement of a trained legal professional as soon as 
possible.  For example, if there is an alibi video that exists, but the accused did not have 
meaningful representation early on or early case assessment was not conducted, the alibi 
video will likely be gone in 30 days or less.  Because every case is different, following a 
standardized method that focuses on time-sensitive data ensures the best chance of 
overcoming these challenges. 

Triage for Time-Sensitive Data 
Digital evidence is time-sensitive and calls for early case assessment, but managing large 
amounts of data is time consuming.  This triggers the need to quickly triage for the most 
time-sensitive digital evidence.  At the same time the investigator must follow proper 
collection methods and document the chain of custody.  At these early stages, the primary 
objective is to thoroughly assess, baseline and collect the data.  The secondary objective 
would be to analyze the data without the concern of possible spoliation. 

 
 

Location data stored with the cellular service provider is time-sensitive. 
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Location Data from Google 
Google users can enable location data on their cell phones allowing the device to be tracked 
via GPS, cell site/cell tower information, and Wi-Fi access points.  This data is captured even 
while the device is idle.  The data is stored by Google rather than the device, and is 
accessible by logging into the Google account and then going to the Google timeline 
section.  Users of Android devices are prompted to set up a Google account when they 
activate the device.  Apple users can also set up a Google account on their iPhones.  Not 
every user is tracked by Google because users can disable their location data.  The user can 
also edit or delete certain tracking history or the entire file. Surprisingly, if a Google Timeline 
exists, it could have data from when the account was first created, highlighting the 
importance of a thorough case assessment. 

Mobile Applications Investigation 
Installed third party applications offer another dimension to investigators. These areas could 
contain communications or location data not contained in call logs, service provider records 
or GPS location data.  One challenge is that the application data is sometimes not supported 
for forensic analysis and not included in forensic reports.  Although the data may be in the 
forensic image created, if not supported by the forensic tools, it may have to be manually 
decoded which is a complicated process.  One of the first things forensic examiners should 
be directed to identify during an examination are installed third party applications.  The  
focus should be on communication and location data applications, but can also include  
photos or videos.  Application data can be a goldmine for investigators.  This material should 
be considered in every investigation and stresses the need for a comprehensive assessment. 

 

Google Timeline retention goes back to when the account was created. 

Time-Sensitive Location Data From Cell Service Providers 
Location data from cellular services providers is accurate and reliable, but very time- 
sensitive.  Retention varies from 5—180 days, emphasizing the need for early case 
assessment.  Location data collected by cell service providers is known as Range To Tower 
(RTT), commonly referred to as Per Call Measurement Data (PCMD).  AT&T uses the term 
Network Enabled Location Services (NELOS).  This data records what available connections 
the device recognizes in its environment, such as Wi-Fi or Bluetooth signals.  Because of the 
short range of these signals they are more accurate than cell site data.  Unlike cell site data, 
RTT data is gathered even while the device is idle.  Because of the potential value and short 
retention, RTT data should be considered one of the most time-sensitive pieces of digital 
evidence.  Having the most current cell provider retention schedule and subpoena guide, as 
part of the DECAM material provides investigators the resources needed to effectively 
capture this data. 

http://www.irisinvestigations.com/wp-content/uploads/2018/06/IRIS-LLC-Cellular-Service-Provider-Retention-Schedule-6-22-18.pdf
http://www.irisinvestigations.com/wp-content/uploads/2018/06/IRIS-LLC-Social-Media-Subpoena-Guide-06-2018.pdf
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Standards and Best Practices For Collection 
The collection and examination of digital evidence should be conducted in accordance with 
the best practices and a quality management system.  The prevailing governing standards 
and best practices are set forth by The Scientific Working Group of Digital Evidence (SWGDE) 
and The National Institute of Justice (NIJ).  These guides establish recommendations for how 
law enforcement and crime scene investigators should handle digital evidence.   

Collection and Packaging 
Digital evidence should not be manually examined because it could change the evidence.  
Collecting digital evidence requires special handling and should avoid electromagnetic 
fields, static electricity and other devices.  Cell phones should be Isolated from the cellular 
network.  Depending on the device and the current state of power, certain actions should be 
taken.  See the latest best practices iPhone collection flowchart and the Android collection 
flowchart for the procedures to follow.  Digital evidence should be packaged using paper 
bags, envelopes, cardboard boxes or anti-static containers.  Avoid storing digital evidence in 
plastic bags.  Any unavoidable changes to the digital evidence, including the name of the 
individual responsible and the justification for the introduction of the change must be 
documented.  A record of who checked the evidence in and out from the evidence 
preservation facility must also be documented, including the time it occurred and the 
purpose. 

Quality System Standards 
The prevailing quality system standards are set forth by the International Organization for 
Standardization (ISO) and the International Electrotechnical Commission (IEC).  The specific 
standard for the collection and preservation of digital evidence is ISO/IEC 27037.  Therefore 
law enforcement’s first responders and defense investigators are expected to be trained to 
the minimum standard and best practices of SWGDE, NIST and in accordance with ISO/IEC 
27037.   

 SWGDE Best Practices: 
· Each phase in the process must be performed in such a manner in order to preserve 

the integrity of the evidence and assure its admissibility. 
· Investigators must have specific training for the collection of digital evidence. 
· A documented chain of custody must be established. 

Quality System Standards: 
· Written manual to ensure regulatory requirements related quality. 
· Documented repeatable procedures  
· Investigator training and proficiency. 

https://www.swgde.org/
https://nij.gov/Pages/welcome.aspx
http://www.irisinvestigations.com/wp-content/uploads/2019/05/iPhone_PEB_05-20-19.pdf
http://www.irisinvestigations.com/wp-content/uploads/2019/05/Android_PEB_05-20-19.pdf
http://www.irisinvestigations.com/wp-content/uploads/2019/05/Android_PEB_05-20-19.pdf
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Legal and Ethical Considerations 
Before accepting digital evidence, a court will determine if the evidence is relevant, whether 
it is authentic, if it is hearsay and whether a copy is acceptable or the original is required.  
Many courts in the United States have applied the Federal Rules of Evidence to digital 
evidence in a similar way to traditional documents.  The Federal Rules of Evidence are 
integral to understanding the process for admitting digital evidence.  Lorraine v. Markel 
American Insurance Company, 241 F.R.D. 534 (D. Md. 2007) provides a framework for 
applying these rules to digital evidence.  Fed. R. Evid. 901 and 902 specifically deal with 
authentication of digital evidence, including examples of how to do so.  It also provides a 
basis for questioning whether the digital chain of evidence was reliable, and not broken, 
during the investigatory process.  In 1993, the U.S. Supreme Court decided in Daubert v. 
Merrell Dow Pharmaceuticals, Inc., 516 U.S. 869 (1995) which has become the yardstick 
regarding digital evidence and its admissibility.  

 

Attorneys could access another party’s social media site in an effort to gather potential 
impeachment evidence as “long as the party’s profile is available to all members in the 

network and the lawyer neither ‘friends’ the other party nor directs someone else to do so.” 
  

N.Y. State Bar Assoc., Ethics Opinion 843 (Sept. 10, 2010). C.  

Some digital evidence such as social media data can face challenges with admissibility, 
including establishing ownership and authorship.  Moreover, the procedures for collection 
add another dimension to the admissibility challenges if the evidence is not properly 
preserved.  A simple screen shot of a social media item by itself needs to be authenticated 
through additional means.  Equally important are the ethical concerns when dealing with 
digital evidence, namely, the privacy concerns with social media.  User privacy settings can 
limit the accessibility of the evidence to only some users, while other information may be 
accessible to the general public.  It is perfectly lawful to collect publically available 
information in plain view, however acquiring private data in violation of lawyer ethics rules 
can make the evidence inadmissible, and subject the lawyer to disciplinary action or 
criminal liability.  The ethical approach to collection of social media should follow the same 
guidelines as direct witness contact. 

Social Media Evidence 
Social media evidence can be used to establish an alibi, to assess the credibility of a witness, 
gain intelligence and background, identify and locate witnesses and be used to check the 
background and monitor the activities of jurors.  Researching the online publicly available 
presence of potential parties, witnesses, the scene, even your own client should be a 
routine practice.  It should follow the best practices, begin as soon as possible, be fully 
documented and be regularly monitored. 
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Admissibility- 
 

     Overcoming the challenges of tomorrow with proper collection today. 

Since it is easy to delete information from social media websites, it must to be preserved 
and stored as soon as it is discovered.  In order to properly preserve social media evidence, 
the process must follow the best practices to overcome admissibility challenges.  A simple 
screen shot cannot overcome these challenges.  Advanced social media investigation would 
include a forensic preservation of social media evidence and is the recommended method.  
An intermediate method for investigators is outlined in the materials and includes obtaining 
a screen shot, the URL, and creating a PDF of the site.  For investigators creating PDF 
captures of social media pages, the process must be fully documented, and the PDF 
documents must be preserved as evidence.  The best practices also require a hash value be 
applied to the PDF evidence file to ensure it is reliable.  If forensic preservation is needed, it 
can be done using the identified URL. 

The most effective way to preserve evidence from the internet and social media accounts is 
through a forensic approach that will account for the chain of custody, authentication, 
admissibility, and hearsay issues.  The process should capture the entire page to include the 
metadata, as well as imbedded images and videos, along with active content that a PDF will 
not capture.  The admissibility challenge will include establishing ownership and authorship 
of the information in question.   

Leveraging the Knowledge of Experts 
While digital forensic experts should be involved as early as possible, their involvement 
should go beyond examining digital evidence or evaluating evidence collected by law 
enforcement.  Using digital experts at trial can provide technical guidance in cross 
examination of prosecution experts.  Experts should also be used to evaluate the state’s crime 
lab’s adherence to the ISO Quality System requirements.  These standards rely heavily on 
documentation and allow a greater understanding of what happened with the evidence after 
it was collected.  Bench notes, examiner proficiency reports and quality audit reports are just 
a few of the documents that should be obtained and examined by defense experts.  The 
knowledge gained will enhance the defense’s ability to evaluate how the evidence was 
handled by laboratory personnel. 

Using Hash Values to Verify Digital Evidence 
In computer forensics, hashing is a way to represent a piece of digital evidence with a unique 
number generated from an algorithm of the contents of the file(s) or the entire device  
memory.  The hash value is like a DNA profile for the whole drive, and it can be used to ensure 
that no data was altered during the course of the forensic acquisition or analysis. 
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Legal Challenges to Handling Digital Evidence 
In digital forensics, any interaction with a device can alter its contents, so any part of the 
process that is not carefully and properly documented can be a point where reasonable doubt 
is emphasized.  The best practices will guide the defense in evaluating how the evidence was 
handled. 

Legal Challenges to Collection 
Whichever forensic method is used, the examiner must document every step of the process in 
preparation for possible legal challenges.  If documentation is missing, cross-examination can 
reveal flaws in the process.  The expert should be able to confirm what type of forensic 
equipment was used and opine whether the software that they use has been validated.  Also, 
ask the examiner for verification that the target media contained no information before the 
forensic copy or forensic evidence file was placed onto the target media.  If this  
documentation does not exist, the examiner cannot be certain that the suspect material came 
from the defendant’s device.  

Requesting Digital Discovery 
For digital evidence discovery purposes, the defense must know to request and receive a copy 
of the native forensic evidence file.  Printouts or PDFs of the relevant material should not be 
accepted and are considered incomplete.  Native files will allow access to metadata.  This 
information is not available if you simply accept printed or edited files.  Consider due process 
or Brady arguments for cases in which native files might provide exculpatory evidence or 
information. 

Search Warrants - Limitations, Specificity and Scope 
The  search warrant for a device in a digital forensics case must be specific as to the data 
which is being sought.  For example, if a search warrant for digital evidence covers e-mail 
messages, but the examiner also uncovers items from the users photo library, those items 
might not be covered by the warrant.  A search warrant affidavit must include  a reason it is 
suspected that the device contains evidence.  The officer stating that "in their experience" 
certain crimes involve phones is usually not specific enough to support a mobile phone  
warrant. Also, keeping forensic images of hard drives for later use is considered outside the 
scope of the original warrant.  (See U.S. v. Ganias, 755 F.3d 125 (2d Cir. 2014)).  Some warrants 
might be specific regarding the destruction of a device after it has been searched.   

 
Evidence prejudicial to the defendant may be excluded by  

careful review of the scope of the search warrant. 
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Applying DECAM to Post-Conviction Review 
DECAM can also be applied in post-conviction cases where the attorney leverages the latest 
technology to overturn a wrongful conviction where the digital evidence was either not 
previously examined, or the digital evidence was previously examined, but the examination 
uses a new method or technology that is substantially more probative and produces new  
evidence to support the defense theory. 

Digital Evidence Innocence Initiative 

This application of DECAM to post conviction, as well as pre-trial cases, was the genesis for 
The Digital Evidence Innocence Initiative (DEII).  DEII is the first and only organization in the 
nation solely dedicated to providing expert forensic services, resources and training to 
advance a uniformed national standard for exonerating the innocent, and preventing 
wrongful convictions in cases involving digital evidence.  Launched in 2019, the Digital 
Evidence Innocence Initiative was founded by a criminal defense investigator, digital 
forensic expert and a criminal defense attorney.  Click here to read the DEII White Paper. 

http://www.digitalinnocence.com
http://www.digitalinnocence.com/wp-content/uploads/sites/5/2019/05/DEII_White_Paper_05-20-2019.pdf
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Conclusion 
Following this standardized Digital Evidence Case Assessment Method along with established 
best practices ensures reliability in the process, but must be combined with early case 
assessment to be the most effective.  A documented procedure will assist the investigator in 
obtaining the baseline information needed to access the evidence.  Applying this practice 
improves collection of time-sensitive digital evidence, ensures meaningful discovery, 
evaluation of the state’s evidence and admissibility, provides parity with law enforcement, 
and prevents wrongful convictions. 

Uniform application of standards at the state or national level 
is an important means of limiting disparities in the quality of representation.  

Knowledge of the industry standards and best practices that govern collecting digital 
evidence ensures the methods are effective and the evidence is admissible.  This 
information should be leveraged by the defense to evaluate the digital evidence and 
collection methods used by law enforcement.  Following these standards also provides the 
roadmap to more sources of digital evidence. 

For defense investigators and attorneys, digital investigations represent a vital component of 
many cases.  Building on a solid foundation of knowledge and operating at the same level of 
digital evidence capability and resources as law enforcement will move the defense closer to 
having parity with the prosecution.  The ability to remain effective in the digital age, will 
depend on defense investigators and attorneys having access to quality, continuing legal 
education reflecting recent developments. 

Following DECAM can not only prevent wrongful convictions, but can also provide more 
options in post-conviction cases.  Using the Innocence Project’s framework, in conjunction 
with DNA post-conviction reviews as a model, new digital forensic technology can now be 
applied to old cases to access data that may not have been previously available.  Some 
digital evidence can still be found long after it was created and some devices that were     
unable to be accessed in the past can now be examined.  Applying these case assessment 
practices and the latest technology to cases involving digital evidence can assist the attorney 
in overturning wrongful convictions. 

Curriculum Development 
The world is a better place thanks to people who want to help others.  A special thank you to 
Chief Investigator Ellen Knight of the Connecticut Division of Public Defender Services for her 
inspiration and assistance in development of this curriculum. 



14 

  D I G I T A L  E V I D E N C E  C A S E  A S S E S S M E N T  M E T H O D  

About I.R.I.S. LLC  
Founded in 2001 and based in Hartford, CT, I.R.I.S. LLC is a leading  
provider of certified digital forensic solutions as well as training for the 
criminal defense community.   
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About DECAM 
IRIS LLC created the first standardized Digital Evidence Case Assessment 
Method for investigating cases involving digital evidence.  DECAM was 
created with the combined knowledge and practical experience of 
criminal defense investigators at IRIS LLC and a certified digital forensic 
experts at eLab Forensics with legal insight from Attorney William 
Paetzold, partner at Moriarty, Paetzold & Sherwood. 

About eLab 
eLab is a independent digital forensic laboratory providing certified digital 
forensic services exclusively to indigent defense organizations and 
Innocence Projects throughout New England.  Our experts provide the  
widest range of digital forensic services at the same level of forensic  
capabilities and parity with state crime lab capabilities. 

 

eLab  
Hartford, CT         Springfield, MA 

      Brattleboro, VT     Providence, RI  
Nashua, NH           Kittery, ME 

Contact eLab Forensics 
877-266-3703 

info@eLabForensics.com 
www.eLabforensics.com 

About Attorney William Paetzold 
Attorney Paetzold specializes in criminal defense cases involving digital  
evidence and is a Co-Founder of the Digital Evidence Innocence 
Initiative. 

http://www.irisinvestigations.com
http://www.irisinvestigations.com
https://www.linkedin.com/company/law-offices-of-moriarty-paetzold-sherwood/about/
http://www.elabforensics.com
http://www.digitalinnocence.com
http://www.digitalinnocence.com

